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Of 41 US and Gulf testing regimes, one requires a physical intrusion test, five a test of people and nine
atest that reaches systems a supplier runs. None of the 50 regimes we read, including nine foreign
benchmarks, sets rules for Al-driven testing.

Gulf deadlines fall due hours before US ones

Jurisdiction is a seam, and reporting deadlines are where it bites. Three Gulf central banks want a
first report within one hour of a serious incident. US bank regulators allow 36 hours from the bank's
own determination.

Banks guard mail but rarely say where to report

We measured two seams that anyone can see from outside at 159 US and Gulf regulators and banks.
The email seam is mostly closed. The reporting seam, where an outsider with a flaw to report looks for
the right person, is mostly unmarked.

Test the crossings, not only the systems

Keep a register of seams, measure how many have ever been crossed in a test, design scenarios
around bends, and arrange the authority to cross them before anyone needs it.

How Bendings works at the seams

The one place in this report where we describe ourselves and what we sell. Everything here is a
standing commitment, not a claim about results.

Method and limitations

How each dataset was built, what it can and cannot show, and where to find the data and code.

Bend notation, on one page

A reference card for writing any intrusion, test scenario or incident timeline as a path of domains
and owners.

A seam register to start from

Eighteen crossings from the public record, each with a documented example, ready to be given owners
and a test date.

The incident corpus

All 78 cases, in order of year, with each path in bend notation and the sources it was coded from.

Glossary

Terms this report defines, and the outside terms it relies on, in the sense we use them.

Notes

The Seam Report 2026

62

70

79

85

89

90

93

95

98

101

104



Letter

Why a firm that works

by referral wrote this

A note on what this report is, what it is not, what we sell and how to check it.

Bendings has worked by referral since 2013. Most clients find us through other
clients, and the work stays where it is done. This report contains nothing from a
client engagement. It has no counts, no anecdotes dressed up as statistics and no

figures that begin with "in our experience".

We wrote it anyway, because the pattern we are hired to find
does not show up in any single organization's data. A ser-
vice desk records a password reset. The identity team
records a new authenticator. The cloud team records an ad-
ministrator signing in from somewhere new. Each record is
ordinary. Put in order, they are an intrusion. This report is
about the seams between those records.

We set out to test one claim, that intrusions cross from one
kind of system to another, and from one owner to another,
in ways that the scope of common tests and the rules for
testing do not follow. We used public evidence only. That
meant 78 intrusions from 2013 to September 2026, coded
step by step from government advisories, court records,
regulators' decisions and the victims' own filings, with a
random sample of the better-documented cases coded
again by an analyst who had not seen the first coding. It
meant the full US catalog of vulnerabilities known to be ex-
ploited, 135 cybersecurity incidents US public companies
disclosed on Form 8-K from December 18, 2023 to
September 28, 2026, 50 sets of testing rules, 96 incident
notification duties, and a passive measurement of 159
banks and authorities in the United States and the Gulf.

Tests cover the steps of documented intrusions and miss
the joins between them, most often where a step runs
through another organization that the victim cannot autho-
rize a tester to touch. Where the evidence did not support
us, each chapter says so in a section of its own. The email
seam we expected to find open was mostly closed. Our

corpus is too small to show whether intrusions through oth-
er organizations are becoming more common. Artificial in-
telligence appears in about one percent of the business
email compromise losses reported to the FBI for 2025.

Weigh one fact about us as you read. Bendings sells the
testing this report finds missing, including red team, physi-
cal, social-engineering and Al-driven testing, and some of
our proposals would bring firms like ours more work if
adopted. The proposals run from a notation for attack paths
and a register of seams to controls for Al systems that test
and changes to testing rules. Each is labeled as ours and
kept apart from the evidence.

The notes list each source with its address and the date we
read it. The case files, derived data and code are published
with the report; raw measurements that would name indi-
vidual banks or ransomware victims are held back.

The Gulf appears in these pages more than in most reports
of this kind, because we work there and because 2026
changed it. In March, drones struck two cloud facilities in
the United Arab Emirates, and a strike nearby damaged
one in Bahrain. In September the provider said it could not
restore data that customers had held only in its Bahrain re-
gion or only in one of its UAE zones. Recovery plans that
assumed a cloud region could not be lost as a unit now
have a dated counterexample.

Bendings
October 2026



Key findings

Nine findings from public evidence. Each gives its window and denominator, and the chapter
named after it shows the work.
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2 days

median from publication to CISA's
exploited list for 80 flaws in products sold
as security controls, published 2022 to
2025. For all 651 flaws, 10 days.

Chapter 3

01

02

03

04

29%

Chapter 5

Tests cover the steps. They miss the joins. 05
In 70 of 78 public intrusion paths from 2013 to 2026, every

step on the victim's own systems fell in a domain some
single-domain test covers. A typical red team scope could

follow 33 paths end to end. Of the 45 it could not, 38 ran

through another organization the victim cannot authorize 06
a tester to touch. Chapter 2.

Products sold to keep intruders out are a growing

way in.

Among recently published flaws, security controls rose

from 10.7 percent (13 of 122) of CISA's exploited-list

additions in January to September 2022 to 17.6 percent

(36 of 204) in the same months of 2026. The 37 added so 07
farin 2026 exceed any full year since 2022. Chapter 3.

Most new SEC incident filings no longer call the

incident material.

After May 2024, 33 of 112 new incidents were first filed

under Item 1.05, against 17 of 23 before. Chapter 5. 08

Whoever resets a password is part of identity.

US advisories from 2023 to 2026 keep naming help-desk
staff who reset credentials when a caller asks. Coinbase
paid $311.2 million in cash in 2025 on an incident that
began with bribed support staff. Chapter 4.

of new Form 8-K cyber incidents were first
filed as material after the SEC staff
statement of May 21, 2024 (33 of 112),
down from 74% before it (17 of 23).

1 hour

to first report a serious incident to the
central bank in Bahrain, Qatar and Kuwait.
US bank regulators allow 36 hours.

Chapters 7 and 10

Harm reaches further than the adversary goes.

In 7 of 78 cases, operational technology stopped because
IT was lost, against 6 in which the adversary acted iniit. In
48, harm reached other owners. Chapters 2 and 6.

In the Gulf, recovery advice and residency rules
pull apart.

After the March 2026 drone strikes, AWS told customers
to recover "ideally in Europe", and later said some data
held only in its Bahrain region or one UAE zone could not
be restored. Qatari and new UAE rules keep core records
in-country. Chapter 7.

Al agents under test reached real organizations.
In July and August 2026, OpenAl, Anthropic and the UK
Al Security Institute each reported Al systems under
cyber evaluation reaching organizations no one had
pointed them at. Chapter 8.

The fix, not the finding, takes the time.

The PHP project fixed two critical flaws on October 21,
2026. It had seen the first signs of one in 2024, and work
on a fix stalled for months. The next day, 32 UK
government services were unavailable and four partly so,
largely as a precaution, with no confirmed compromise of
central government systems. Chapter 8.



Key findings

09

Testing rules stop at the building, the person and
the supplier.

Of 41 US and Gulf testing regimes, 1 requires a physical
intrusion test, 5 a test of people and 9 a test of supplier-
run systems. None of 50 sets rules for Al-driven testing.
Chapter 9.

What cut against us

Bend counts follow from our coding rules. They measure
how many control failures the sources document, not
whether intrusions bend.

The corpus is too small to show a trend in owner seams.
They appear in 9 of 21 paths from 2013 to 2018, 10 of 18
to 2022 and 19 of 39 since.

The email seam is mostly closed. Of 159 banks and
authorities we measured, 147 enforce DMARC.

Most disclosed US incidents, 99 of 135, state no third-
party path, and the 36 that do are at most 28 supplier
events.

Corrected for CISA's 2022 backlog, the security-control
rise is about two thirds, not the near tripling in the raw
figures.

= The Gulf share of ransomware leak-site posts rises
under a broad count, but much of that rise comes from
the tracker and the strict count shows no steady trend,
soitis not afinding here.

»  Faster Gulf clocks are rules, not results. We found no
data showing Gulf institutions detect intrusions faster.

What we propose

These are our proposals, not findings. Bend notation for
writing any intrusion or test as a path of domains and own-
ers (chapter 1, Appendix B). A seam register with a named
owner on each side of every crossing (chapter 12,
Appendix C). Five board measures of seams covered,
owned, detected and tested (chapter 12). Seam-led test
scenarios, with the authority to cross arranged in advance
(chapter 12). Ten controls for Al systems that test (chapter
8). And testing rules aimed at the bodies that can change
them (chapter 9).



Intrusions bend at the
seams between tests

A method for writing down attack paths so that the places
they cross from one kind of system, one owner or one
authority to another become visible and countable.

Four terms, used the same way throughout

Why seams, and not domains

Bend notation records the domain and owner of every step
A bend diagram gives each domain its own lane

A bend count measures documented control failures
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1 Intrusions bend

On February 21, 2025, the people who approve transfers from the Bybit
exchange's Ethereum cold wallet signed what their screens showed as a
routine movement of funds. The transaction they signed was not the one they
saw. It handed control of the wallet to North Korean operators, who took about

$1.5 billion.*2

Bybit's own systems were not where the theft began.
Weeks earlier, a developer at Safe{Wallet}, the supplier
whose web interface Bybit used to approve transactions,
ran a malicious project on a work computer. The attackers
used that developer's live cloud session to enter the suppli-
er's cloud account, and there they changed the code the in-
terface served so that it would tamper only with transac-

tions from Bybit's wallet.32 Then they waited for Bybit's
staff to do their jobs.

Written as a path, the theft has four steps. A person at the
supplier, the supplier's cloud identity, the supplier's cloud
storage, the victim's wallet. Three steps belonged to one
company and the last to another. No test that either compa-
ny could have commissioned on its own systems would
have followed it from start to finish.

case1 Bybit cold wallet theft via Safe{Wallet}

2025 - Finance - Global - TraderTraitor (North Korea; also tracked as Lazarus Group, UNC4899), state - Theft

H Human

I Identity

C Cloudand SaaS

V  Value transfer

— Victim's systems — Someone else's systems | Owner seam
1 H Gota Safe{Wallet} developer to run a malicious project on their

work Mac, likely through social engir1eering3’2
supplier

2 1 Used the developer's live cloud session token to enter
Safe{Wallet}'s AWS account, sidestepping multi-factor
authentication after failing to register a new MFA device3-2
supplier

About $1.5 billion in virtual assets (over 400,000 ETH and stETH) was taken from a Bybit
Ethereum cold wallet on February 21, 2025, per the FBI and Bybit. Bybit's own systems

Hs/1s/Cs|/V

victim

Domain bend, 3-4-5 slope © Objective

3 C Altered the web code Safe{Wallet} served from its cloud
storage so it would tamper only with transactions from Bybit's
wallet3:2:4
supplier

4 'V  Bybit's signers approved a routine cold-to-warm wallet transfer
that the tampered interface displayed as legitimate but that
handed control of the wallet to the attackers, who then moved
the funds -2

Confidence: medium. Discovered by the victim. Dwell
time not stated in sources.

showed no sign of compromise; the malicious transaction came from its wallet supplier's

web interface.
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We call each change between steps a bend, and the
boundary a bend crosses a seam.

Fourterms, used the
same way throughout

Seam

A boundary where the owner of a system, the controls that
protect it, the team that watches it or the legal authority over
it changes.

Domain. The kind of system or thing an adversary acts on
in one step. We use nine: human, identity, edge, internal IT,
cloud and SaaS, operational technology, physical, value
transfer and Al systems. The test for which domain a step
belongs to is practical. Ask which set of controls had to fail
for the step to work.

Owner. Whose system, account or person it was: the
victim, a supplier, a customer, an employee's personal
account, or another party such as a telecom carrier or a
domain registrar.

Bend. A change of domain or of owner between two con-
secutive steps of an intrusion.

Seam. The boundary a bend crosses.

We use these terms to count. With a domain and an owner
on every step, bends can be tallied across dozens of cases,
and questions usually argued from anecdote can be an-
swered with a number and a denominator.

Why seams, and not domains

Security organizations are built by domain, and for good
reasons. Identity has its own tools, staff and maturity mod-
el. So do the network team, the facilities team and the sup-
plier-risk function. Testing follows the same lines. A web ap-
plication test has a list of addresses. A phishing exercise

The Seam Report 2026

has a list of recipients. A physical assessment has a list of
doors. Each list is scoped, priced and signed on its own.

Adversaries work from a list of objectives and take
whatever route reaches one. In 38 of the 78 documented
intrusions in chapter 2, the route ran through another
organization's systems or people.

Four things change at a seam, and each one helps
the adversary.

1 The control owner. On each side of a seam someone is
responsible for their half. The crossing itself is often
nobody's.

2 Thelogs. Telemetry stops at ownership boundaries. A
bank cannot read its supplier's sign-in records, and a
help desk ticket does not sit next to the identity
provider's log unless someone joined them on purpose.

3 The authority. A tester needs permission from every
owner whose systems a scenario touches. A
regulator's testing scheme stops at the licensed entity.
A national law stops at the border.

4 The assumption. Each side tends to believe the other is
watching the crossing.

Bend notation records the
domain and owner of every step

To count bends we needed to write intrusions down the
same way every time. Bend notation records each step as a
one-letter domain code, with a small letter when the step
belonged to someone other than the victim: Hs is a person
at a supplier, I, an employee's personal account. A slash
marks a change of domain and a vertical bar a change

of owner.



1 Intrusions bend

Code Domain The adversary is acting on

11

H Human
I Identity
E Edge
DNS records
N Internal IT

(¢} Cloud and SaaS

(0] Operational

technology
P Physical
\' Value transfer

A Al systems

The Bybit theftreads Hs / Is/ Cs | / V. The Marks & Spencer
intrusion of April 2025 reads Hg | / 1/ N, and chapter 4 tells
that story.5:8 Two businesses, the same shape. In both, the
first step was at a supplier, where the victim's own tests
could not go.

Value transfer is its own domain because, at a bank or an
exchange, the systems that move money are the objective
and are often run by a separate team. Al systems are one
because models with access to mail, code and tools are
now places an adversary can act.

MITRE ATT&CK, the public knowledge base of adversary
techniques, names what the adversary did at each step.”
Bend notation adds which domain and whose systems.
Our case files list ATT&CK identifiers where the mapping is
clear, in 77 of the 78.

A bend diagram gives
each domain its own lane

Each case is drawn as in Case 1 above. The nine domains
are horizontal lanes. A path runs left to right in the order the
steps happened, level within a domain, climbing or falling
where it bends. A blue line broken by a short upright rule
has crossed into someone else's systems. A dashed start
means the sources do not say how the adversary got in.
The amber dot is the objective.

A person's judgment: a call to a help desk, a bribed support agent, a fake job applicant
Accounts, credentials, tokens, keys and the processes that issue and reset them

Systems exposed to the internet on purpose: VPN and firewall appliances, file transfer servers, public applications,

Workstations, servers, directory, hypervisors, backups, build systems
Cloud consoles and storage, SaaS tenants and the integrations between them

Industrial control and safety systems, building systems, controllers

Premises, planted devices, removable media, radio proximity, hardware in transit
Payment and card switches, SWIFT terminals, trading and settlement, wallet signing

Models and agents with access to data, tools or code

Tests add, paths multiply

One test per domain is nine tests. The ordered pairs of domains
an adversary can move between number 72, and each can cross
an owner seam as well. Testing grows with the number of do-
mains. The crossings grow with its square.

A bend count measures
documented control failures

We applied the notation to 78 publicly documented intru-
sions from 2013 to September 2026, and chapter 2 reports
what the paths show. Counting their bends does not prove
that intrusions bend. Under our coding rules a case needs
at least two steps, a new step starts only when a different
control had to fail, and consecutive steps in the same do-
main with the same owner are merged. Almost every step
boundary is therefore a bend, and a path's bend count
measures how many separate control failures the sources
document. It rises with documentation. The mean is 2.48
bends in the 31 cases coded with high confidence, 2.18 in
the 39 at medium and 1.0 in the 8 at low. Appendix B gives
the rules and Appendix A their effects.

What the corpus can show is where the bends fall and
whose systems they cross, and chapter 2 rests on those
measures. Our claim is that intrusions cross kinds of sys-
tem and owners in ways common test scopes and testing
rules do not follow. Each chapter says where the record
does not support it.



Tests cover the steps
and miss the joins

Seventy-eight public intrusions from 2013 to 2026, written
step by step in bend notation. Almost every step falls
where some test looks, but fewer than half of the paths
could be followed from first step to last.

The steps are covered, the joins are not

Short paths across several domains

Identity is where paths turn

Nearly half the paths pass through someone else
Consequences bend too

Most intrusions were found by someone other than the victim
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2 The paths

13

We read the public record of 78 intrusions, from Target in 2013 to the attacks on
Polish energy sites and the Stryker wiper in 2026, and wrote each one down in
bend notation. Every step cites a public source: a government advisory, an
indictment, a regulator's decision, the victim's own filing, the responder's report or,

where nothing better exists, the press.

Thirty-five cases are in the United States and fifteen in the
Gulf. Thirteen are in finance, fifteen in government and
eight in energy. State services ran 32, criminal groups 33,
and 12 are not attributed. Appendix D lists every path.

This is not a random sample. It is a sample of intrusions
someone explained in public, which favors large victims,
US disclosure rules and the cases responders chose to
write up. We chose the cases, and we held the thesis while
choosing them. The counts describe these 78 cases and
nothing wider. As a scale for noise, the 95 percent Wilson
interval around the share that passed through another own-
er, 38 of 78, runs from 38 to 60 percent. Slices such as eras
or regions are smaller and noisier, so we treat differences
between them as description.

Checking the coding

A second analyst coded 16 cases, drawn at random from the 70
coded with high or medium confidence, without seeing the first
coding. The two agreed in 16 of 16 on whether a path passed
through another owner and whether it left a typical red team
scope. They agreed on the exact sequence of domains in 8 of 16,
and on whether a path touched identity in 13 of 16, the weakest
agreement of any domain. Low-confidence cases were not
rechecked. Appendix A gives the details.

The steps are covered,
the joins are not

The steps are covered. In 70 of the 78 paths, every known
step on the victim's own systems falls in a domain that
some single-domain test covers: an external or internal
penetration test, a cloud configuration review, a phishing
exercise, a physical test or an OT assessment. In 69, every
such step falls inside a typical red team scope, which
chains people, identity, the edge, internal systems, cloud
and payment systems. Appendix A defines each test.

330f78

documented intrusion paths could be followed from first step to
last by a typical red team scope, although in 69 every step on the
victim's own systems fell inside it.

Bendings incident corpus, 2013 to September 2026

The joins are not. A typical red team scope could have fol-
lowed 33 of the 78 paths from start to finish. The other 45
left its scope, 38 of them because a step ran through anoth-
er organization's systems or people, which the victim can-
not authorize a tester to touch. Six reached operational
technology, four needed a physical step and one ran
through an Al system. A tester can go only where every
owner on the path has agreed. These paths kept going.
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Figure 1 45 of 78 paths left a typical threat-led red
team scope, most often through another organization

another owner's systems or people
operational technology 6
physical 4

ai systems 1

38

A purposive sample of well-documented cases, not a random sample of all intrusions. Counts describe these cases only. A path
can have more than one reason. Typical scope: human, identity, edge, internal IT, cloud and value-transfer systems owned by

the victim.

Source: Bendings incident corpus, 78 publicly documented intrusions, 2013 to September 2026, coded in bend notation from primary

sources. Bendings analysis. n =78

Single-domain tests are not designed to follow whole
paths. Under our definitions they could have followed at
most 9 of the 78, a count that runs from 4 to 28 under other
reasonable definitions. It falls to 4 if undisclosed first steps
count against the test, and rises to 28 if a phishing exercise

is credited with the payload it runs on a workstation and an
external test with its first internal host. Following a path is
also a different question from finding a weakness in it.
Closing any one step breaks the path.

Figure 2 Atypical red team scope could follow 33 of 78 documented

paths from first step to last; single-domain tests at most 9

External penetration test 0

—

Phishing or social-engineering exercise 0

Internal penetration test

Cloud configuration review

Physical intrusion test 0

OT security assessment 1

Red team, typical threat-led scope

33

A purposive sample of well-documented cases, not a random sample of all intrusions. Counts describe these cases only. A path
counts only if every known step falls in the test's domains and every step belongs to the victim. Unknown first steps are not held
against a test. Counting them against it, the single-domain figure is 4; crediting phishing and external tests with an internal

foothold, it is 28.

Source: Bendings incident corpus, 78 publicly documented intrusions, 2013 to September 2026, coded in bend notation from primary

sources. Bendings analysis. n =78

Leaving out the eight cases coded with low confidence
changes little. Of the other 70, 36 pass through another
owner and 43 leave a typical red team scope. The 13 fi-
nance cases look the same. Six pass through another own-
er, and a typical red team scope could have followed six.
Every finance case from 2023 on is a crypto exchange or a
payment processor. The most recent bank victim in the cor-
pus is Capital One, in 2019.

Short paths across
several domains

After merging consecutive steps in the same domain and
with the same owner, the median path has three steps.
Forty of the 78 touch three or more domains, and seven
stay in one. How many bends a path shows follows from
our coding rules and from how much the sources say, as



2 The paths

chapter 1 explains. The findings here rest on where the
bends fall and whose systems they cross.

Figure 3 Seventy-eight documented intrusions, each drawn as one path across the nine domains

H Human

-
I Identity *||\'-_ |\| I| |
=K o=

o
=

E Edge = LN

N Internal IT

C Cloud,Saas | o< .
O oT

P Physical

V  Value

A Al |

One path per case, overlaid | Owner seam Domain bend, 3-4-5 slope ® End of path
Every path starts at the left edge and runs in the order its steps happened. Darker bundles are routes many cases share.

Source: Bendings incident corpus, coded from public primary sources, snapshot September 28, 2026. n = 78 cases

Identity is where paths turn

Of the 151 changes of domain in the corpus, 98 run into or
out of identity. The most common single bend is identity to
internal IT, 30 times, where a stolen or forged credential is
used to move inside. Next come internal IT back to identity
(22), the edge to internal IT (15) and identity to cloud (15).
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Figure 4 Two in three bends run into or out of identity

Cloudand  Operational Value

Human Identity Edge Internal IT SaaS technology Physical transfer Al systems
? Not disclosed 2 7 1 8 1
H Human 1 7 11 2
| [dentity 3 3 8 - 4 2
E Edge 1 8 1 1
N Internal IT 4 1 12 2 1 1 7
C Cloud and SaaS 3 1 3 1
O Operational technology 3
P Physical 1 2 1
V Value transfer 1 2
A Al systems 1

Rows are the domain of a step, columns the domain of the step after it.

Rows are the domain of a step, columns the domain of the step after it. The diagonal counts steps where only the

owner changed.

Source: Bendings incident corpus, coded from public primary sources, snapshot September 28, 2026. n = 195 step transitions

Internal IT also touches 98 of the 151, but mostly as the
place an intrusion ends. It is the last step in 36 paths.
Identity appears in 53 paths, is the last step in 3 and the first
in 12, so it sits mostly in the middle. An organization that
tests identity by reviewing its identity provider's configura-
tion tests the turn without the steps on either side.

Nearly half the paths pass
through someone else

Thirty-eight of the 78 paths include a step on systems or
people the victim did not own: a supplier, a customer, an
employee's personal account, a carrier, a neighbor's Wi-Fi.
In 24 the first documented step was outside the victim's es-
tate. In nine more, the sources show the intrusion began at
a supplier or customer without saying how, and we record
that first step as undisclosed but owned by them. For Home
Depot, Norsk Hydro and the Aramco contractor case, that
inferred step is the only reason the path counts here. The
most common change of owner is supplier to victim, 21
times. Target's 2013 pathreads Hg | /1/N/V /N. A refriger-
ation contractor's network credentials were the way in to
the network that ran the stores' payment terminals.8-°
Chapter 5 takes up the supplier seam.

The share was similar in each era. It was 9 of 21 paths from
2013 to 2018, 10 of 18 from 2019 to 2022 and 19 of 39 from
2023 to 2026. One case moves an era's share by three to
six points, so the corpus cannot show a trend in either di-
rection. It does show that owner seams were common in
documented cases from the start.

Consequences bend too

In 9 of the 78 cases, harm reached a domain the adversary
never touched, because the victim or someone down-
stream shut systems down or could not run without them.
Seven of the nine reached operational technology, which
chapter 6 examines.

= Colonial Pipeline halted all 5,500 miles of its pipeline in
May 2021 as a precaution. Its chief executive's
testimony describes no adversary action in operational
systems. 10

= Norsk Hydro's 35,000 employees worked by hand for

about three weeks in 2019, at a cost of more than $71
million.11

= Airports in Europe went back to manual check-in, gates
and baggage when ransomware hit Collins Aerospace's
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passenger processing systems in September 2025.12:13

In 48 of the 78 cases the harm reached other owners as
well, most often customers. A seam register that records
only how an adversary could cross is half a register. The
other half records what stops working on the far side of
each seam when the near side is lost.

Most intrusions were found by
someone other than the victim

Where the sources say who found the intrusion, 37 of 68
were found by someone other than the victim: the adver-
sary announcing itself (14), a third party such as are-
searcher or journalist (12), a supplier (7) or law enforce-
ment (4). For campaigns coded as one path, the discoverer
is the campaign's, not one victim's. Only 14 cases give both
the date of first access and the date of discovery. Their me-
dian is about a month, four are two days or less, and the fig-
ure is not comparable with the dwell times responders pub-
lish from their caseloads. The longest is 1,502 days at
Starwood, where the intrusion began in 2014, two years be-
fore Marriott bought the company, and was flagged by a
contractorin 2018.1#

The Gulf cases rest
on thinner sources

The fifteen Gulf cases rest on different kinds of source than
the US cases, so the two compare only loosely. Seven Gulf
paths begin at the edge, against 13 of the 63 elsewhere,
and five pass through another organization, among them
the card processors behind the 2012 and 2013 cash-outs
against RAKBANK and Bank Muscat. %16 With 15 cases,
one case moves a share by almost seven points. Six Gulf
cases are coded with low confidence, four from press ac-
counts alone, because Gulf authorities publish few incident
narratives. Chapter 7 returns to the Gulf.

Where the data disagrees

Nine paths could have been followed end to end by one sin-
gle-domain test, and four of them are fully documented. At
Colonial Pipeline and Change Healthcare, a stolen creden-
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tial opened a remote access service without multi-factor
authentication, and the intruders moved inside. %7
Microsoft's 2024 intrusion was a password spray against a
legacy test tenant account, followed by access to corporate
mail.*® The Iranian changes to controller logic at US sites in
2026 never left operational technology.® The other five
qualify only because the sources do not say how the
adversary got in. Some intrusions are simple, and a good
penetration test would have found the door.

Part of identity's weight comes from our notation. Appendix
B codes a harvested password, and a stolen password
used on a VPN, as steps in identity. A notation that folded
credential use into the next domain would show fewer iden-
tity bends, and identity is the domain on which our two
coders agreed least.

None of this says single-domain testing is useless. Most
documented paths needed more than one kind of test, and
a permission the victim could not give alone.

What todo

» Heads of offensive security: for each red team scenario,
write the intended path in bend notation before the test,
and record in the report every seam the team reached
but was not authorized to cross.

= Heads of identity: treat the processes that issue, reset
and delegate credentials as part of the identity perimeter,
and join help desk, identity provider and cloud sign-in
records so a single path can be followed across them.

= Supplierrisk leads: for the ten suppliers whose people
or credentials can reach your systems, find out whether
anyone has ever tested the path from their side to yours.

= Qperations and resilience leads: list what stops beyond
each IT dependency, including what you would halt
yourselves, and rehearse that decision.



The controls at the
edge are now away in

Among recently published flaws, products sold to keep
intruders out rose from 11 to 18 percent of those CISA
confirmed as exploited, comparing the first nine months of
2022 and 2026. They reach the list within days and carry
the ransomware mark more often than most.

Security products are a growing share of exploited flaws
Security products reach the catalog within days
Ransomware follows the controls

Why the edge is a seam

Prediction scores rarely flag exploited flaws in advance

CISA now assumes the box may be compromised
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On January 10, 2024, CISA added two flaws in Ivanti Connect Secure, a remote
access gateway, to its catalog of vulnerabilities known to be exploited. The
National Vulnerability Database (NVD) published them two days later.2021 At
MITRE, the adversary had been inside since December 31, 2023.22

By MITRE's account, the two flaws let the intruders plant a
web shell on the gateway and get past multi-factor authenti-
cation. They took over sessions and credentials, reached
the NERVE research network, used administrator creden-
tials on its VMware servers, built virtual machines of their

own and took data out on January 19, 2024. They kept
reading files until the middle of March.2223 In bend notation
itis E/1/N. The first step was on a product bought to keep
intruders out.

case2 MITRE NERVE research network

2024 - Defense - US - Overlaps with UNC5221, state - Espionage

| Identity
1
E Edge
3
N Internal IT
= \/ictim's systems = Someone else's systems | Owner seam

1 E Exploited two Ivanti Connect Secure zero-days (CVE-2023-
46805, CVE-2024-21887) and planted the ROOTROT web
shell, bypassing MFA22

21 Hijacked sessions and credentials to log in to NERVE
accounts over RDP22

The adversary gained access to MITRE's NERVE research and prototyping network, main-

tained persistence in its VMware infrastructure and exfiltrated data.

This chapter asks how common that first step has become.
It rests on our analysis of the CISA Known Exploited
Vulnerabilities catalog, version 2026.09.27, which lists
1,728 flaws. We count the 1,417 added from January 1,
2022 to September 27, 2026, leaving out the 287 loaded on
its first day, November 3, 2021.2* We map each product to a
category and two flags, whether it faces the internet by de-
sign and whether its vendor sells it as a security control.

E/I/N

Domain bend, 3-4-5 slope © Objective

3 N Used compromised administrator credentials on vCenter and

ESXi, created rogue VMs, deployed BRICKSTORM and
BEEFLUSH, and exfiltrated data on 2024-01-19 with file
access continuing to mid-March22:23

Confidence: high. Discovered by the victim. Dwell time
not stated in sources.

The mapping and its 89 debatable calls are published with
the data.
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Security products are a growing
share of exploited flaws

Products sold as security controls include firewalls, VPN
gateways, email and web security gateways, endpoint pro-
tection, network access control, privileged access manage-
ment and their consoles. From January 1 to September 28,
2026, CISA added 37 flaws in them, already more than in
any full year from 2022 to 2025 (34, 13, 24 and 35). They
were 15.2 percent of 244 additions. In the same months of
2022 the share was 5.4 percent, 28 of 521.

Part of that jump is an artifact. In 2022 CISA was still load-
ing old flaws, and 72.4 percent of its January to September
additions had been published two or more years earlier,
against 14.3 percent in 2026. Counting only flaws pub-
lished in the year of listing or the year before, security con-
trols went from 10.7 percent (13 of 122) to 17.6 percent (36
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of 204), rising every year in between. That is a rise of about
two thirds, not a near tripling.

17.6%

of recently published flaws added to the KEV catalog from January
1 to September 28, 2026 were in products sold as security
controls, 36 of 204. In the same months of 2022 the share was
10.7%, 13 of 122.

CISA KEV catalog, NVD, Bendings analysis 20,21

Of the 143 security-control additions since 2022, 99 are
network edge appliances. Products built to face the inter-
net, a wider group that adds mail servers, managed file
transfer, remote support servers and the like, moved the
same way. Counting recent flaws only, their share went from
29.5 percent (36 of 122) in 2022 to 38.7 percent (79 of 204)
in 2026. Moving every debatable product to the other side
of the line leaves the 2026 share of all additions between
32.0 and 40.6 percent.

Figure 5 Counting only recently published flaws, products sold as security controls took 18%
of KEV additions in January to September 2026, up from 11% in the same months of 2022

0%

0%

0%

Internet-facing by design 38.7%

0%

0%

Network edge appliances 17.6%
/ Sold as a security control 17.6%

2022 2023 2024 2025 2026

Restricted to flaws published in the year of listing or the year before. With CISA's 2022 backlog left in, the security-control share
runs from 5.4 to 15.2 percent.

Restricted to KEV additions whose CVE was published in the year of addition or the year before, which removes CISA's backlog
loads of old CVEs. Security controls: 13 of 122 in 2022, 36 of 204 in 2026. Denominators: 2022 n=122, 2023 n=100, 2024 n=97,
2025 n=142, 2026 n=204. The edge and security-control lines share their 2022 and 2026 values by coincidence of counts. The
two groups overlap but are not the same products.

Source: CISA Known Exploited Vulnerabilities catalog, version 2026.09.27 (released 2026-09-27), retrieved 2026-09-28. Bendings analysis;
product categories are Bendings' own mapping. CVE publication dates from the NVD CVE API 2.0. n = 665
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Security products reach
the catalog within days

For the 651 flaws published from 2022 to 2025 and listed by
September 27, 2026, the median time from NVD publica-
tion to listing was 10 days. 2! Network edge appliances took
amedian 5 days (80 flaws). Products sold as security con-
trols took 2 days (80 flaws), and 37.5 percent were listed on
or before the day they were published.

Figure 6 Edge appliance flaws reached the KEV a
median 5 days after publication, against 10 days overall

Desktop and server operating systems and drivers
Office, document and file-handling software
Mobile OS, chipsets and mobile apps

Browsers and browser plug-ins

Network edge and infrastructure appliances

Managed file transfer and file sharing

Security products (endpoint, email and web security,
WAF, security management)

Backup and storage

Email and collaboration servers

Virtualization and hypervisors

Web application platforms, CMS and business web apps
Remote access and IT management tools

Developer tools, libraries and supply-chain components
Consumer and SOHO network devices and loT

Data, middleware, analytics and Al platforms

Physical security devices (cameras, recorders, access

control) 2z

CVEs published 2022-01-01 to 2025-12-31 and added to the KEV by 2026-09-27. Categories with at least 10 such CVEs. Per-
category n: Desktop and server operating systems and drivers 111, Office, document and file-handling software 16, Mobile OS,
chipsets and mobile apps 77, Browsers and browser plug-ins 36, Network edge and infrastructure appliances 80, Managed file
transfer and file sharing 24, Security products (endpoint, email and web security, WAF, security management) 22, Backup and
storage 16, Email and collaboration servers 54, Virtualization and hypervisors 11, Web application platforms, CMS and busi-
ness web apps 51, Remote access and IT management tools 57, Developer tools, libraries and supply-chain components 28,
Consumer and SOHO network devices and IoT 22, Data, middleware, analytics and Al platforms 19, Physical security devices
(cameras, recorders, access control) 11. Negative lags occur when CISA added a CVE before NVD published it. A CVE added
later would lengthen these medians.

Source: CISA Known Exploited Vulnerabilities catalog, version 2026.09.27 (released 2026-09-27), retrieved 2026-09-28. Bendings analysis;
product categories are Bendings' own mapping. CVE publication dates from the NVD CVE API12.0. n =651

A short lag mostly means the flaw was disclosed because it are disclosed as much as how fast attackers move.
was already being exploited, so it reflects how zero-days Operating systems and browsers, at 0 and 2 days, are as
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fast. The difference, in our reading, comes after listing. A
browser updates itself. A firewall update waits for a network
team, a restart of the device that carries all the traffic and of-
ten a change window. We did not measure that exposure.

Ransomware follows the controls

CISA marks each entry where it knows of use in a ran-
somware campaign. Across all 1,417 additions since 2022
the mark is on 19.5 percent (277). On products sold as se-
curity controls it is on 35.7 percent, 51 of 143. Only backup
and storage products, at 51.4 percent (18 of 35), carry it
more often.
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Figure 7 Products sold as security controls were tied to ransomware
in 36% of their KEV additions since 2022, against 20% for all additions

All KEV additions 19.5%

Internet-facing by design 22.5%

Sold as a security control 35.7%

Backup and storage 51.4%
Managed file transfer and file sharing 35.7%

Email and collaboration servers 32.6%

Desktop and server operating systems and drivers 26.5%

Remote access and IT management tools 24.7%

Network edge and infrastructure appliances 23.0%

Developer tools, libraries and supply-chain components 21.6%

Security products (endpoint, email and web security,

0,
WAF, security management) 20.5%

Virtualization and hypervisors 20.0%
Web application platforms, CMS and business web apps 18.3%
Data, middleware, analytics and Al platforms
Browsers and browser plug-ins

Office, document and file-handling software

Consumer and SOHO network devices and loT

Physical security devices (cameras, recorders, access

0,
control) 0.0%
OT, ICS and building systems 0.0%
Mobile OS, chipsets and mobile apps 0.0%

CISA can add the ransomware mark after listing, so older entries have had longer to collect it. "Unknown" means CISA does not
know of ransomware use, not that there was none.

CISA's knownRansomwareCampaignUse field, as of the snapshot, for additions 2022-01-01 to 2026-09-27. CISA can set the
flag after addition, so older entries have had longer to be flagged. 'Sold as a security control' is a flag across categories (fire-
walls, VPNs, secure gateways, endpoint security and similar). Categories with at least 15 additions. n: All KEV additions 1417,
Internet-facing by design 405, Sold as a security control 143, Backup and storage 35, Managed file transfer and file sharing 28,
Email and collaboration servers 95, Desktop and server operating systems and drivers 249, Remote access and IT manage-
ment tools 93, Network edge and infrastructure appliances 187, Developer tools, libraries and supply-chain components 74,
Security products (endpoint, email and web security, WAF, security management) 39, Virtualization and hypervisors 15, Web
application platforms, CMS and business web apps 109, Data, middleware, analytics and Al platforms 52, Browsers and
browser plug-ins 146, Office, document and file-handling software 68, Consumer and SOHO network devices and |oT 58,
Physical security devices (cameras, recorders, access control) 21, OT, ICS and building systems 18, Mobile OS, chipsets and
mobile apps 114.

Source: CISA Known Exploited Vulnerabilities catalog, version 2026.09.27 (released 2026-09-27), retrieved 2026-09-28. Bendings analysis;
product categories are Bendings' own mapping. n = 1,417

The corpus shows how. Boeing Distribution's 2023 intru-

sionis E /1/N. LockBit 3.0 affiliates read valid session Why the edge iS aseam
cookies out of a NetScaler appliance's memory and re-
played one.?® With a working session, the crew needed no
password and no second factor, so the sign-in checks nev- single box, for three reasons.
erran.

An edge appliance is a seam, as chapter 1 definesiit, in a
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It is a control and an entry point at once. Its owners test
its rules and penetration testers test its exposure. Few
programs ask what an adversary can do from inside it,
because from inside it is still, on paper, the defense.

It holds keys to identity. A VPN gateway authenticates
users, so it sees passwords, session tokens and often a di-
rectory service account. In our corpus of 78 documented
intrusions (chapter 2), the edge was the first known step in
20 paths and led next to internal IT 15 times and to identity
8 times. At MITRE, at Boeing Distribution and in the Salt
Typhoon campaign against telecom carriers, the next step
was identity. For Salt Typhoon the joint advisory describes
the campaign's pattern, not one carrier's path. The

actors went after TACACS+ authentication servers and
used service and automation credentials to reach other
network devices. 2%

Its evidence often stays on the box. Appliances run closed
operating systems, and many keep detailed logs locally, ro-
tate them quickly and cannot run endpoint agents. We read
this as why the appliance's owner and detection's owner
are often different teams, with a gap an intruder can sit in.
Thatis a judgment. The public record does not show how
often appliance logs were missing when responders need-
ed them.

Prediction scores rarely flag
exploited flaws in advance

The Exploit Prediction Scoring System, run by FIRST, esti-
mates the chance that a published flaw will be exploited in
the next 30 days, and many organizations patch by it.2” We
pulled each KEV addition's score for the day before CISA
listed it, for the 843 additions from March 7, 2023 to
September 27, 2026.28

The Seam Report 2026
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Figure 8 The day before CISA listed them, 73% of
scored KEV additions had an EPSS score below 0.1

Mobile OS, chipsets and mobile apps

Network edge and infrastructure appliances

Desktop and server operating systems and drivers
Email and collaboration servers

Managed file transfer and file sharing

Web application platforms, CMS and business web apps
Office, document and file-handling software

Physical security devices (cameras, recorders, access
control)

Browsers and browser plug-ins
Consumer and SOHO network devices and loT
Remote access and IT management tools

Security products (endpoint, email and web security,
WAF, security management)

Data, middleware, analytics and Al platforms

Developer tools, libraries and supply-chain components

88.4%

77.0%
75.0%
75.0%

71.0%

68.8%

68.4%

67.7%
66.7%
63.9%

63.6%

58.8%

50.0%

EPSS changed model versions during the window, so scores across years are not strictly comparable.

KEV additions from 2023-03-07 to 2026-09-27: 843 additions. 611 had a score for the day before addition, or up to 3 days earli-
er when that daily file was missing (7 cases). 232 had no score yet; 225 of those were published on or after the target day.
Median EPSS 0.0038; internet-facing median 0.0034. EPSS model versions in the window: v2023.03.01 (290), v2025.03.14
(243),v2026.06.15 (75), v2022.01.01 (3). Categories with at least 15 scored additions. Per-category scored n: Mobile OS,
chipsets and mobile apps 42, Network edge and infrastructure appliances 69, Desktop and server operating systems and driv-
ers 61, Email and collaboration servers 56, Managed file transfer and file sharing 20, Web application platforms, CMS and busi-
ness web apps 69, Office, document and file-handling software 16, Physical security devices (cameras, recorders, access
control) 19, Browsers and browser plug-ins 31, Consumer and SOHO network devices and 10T 30, Remote access and IT
management tools 61, Security products (endpoint, email and web security, WAF, security management) 22, Data, middleware,
analytics and Al platforms 34, Developer tools, libraries and supply-chain components 42.

Source: CISA Known Exploited Vulnerabilities catalog, version 2026.09.27 (released 2026-09-27), retrieved 2026-09-28. Bendings analysis;
product categories are Bendings' own mapping. EPSS scores from the FIRST EPSS API (api.first.org), historical scores for the day before

each addition. n =611

Of all 843, 611 had a score that day, and 447 of those (73.2
percent) were below 0.1. Network edge appliances sit at the
high end of that range, not outside it. Of 117 edge additions,
61 of the 69 scored (88.4 percent) were below 0.1, with a
median of 0.0023. The other 48 (41.0 percent) had no
score, 47 of them because they had been published that
day or later. Of 109 security-control additions, 51 of 59
scored were below 0.1 and 50 were unscored. Backup

and storage (92.3 percent) and mobile (all 42 scored) sat
lower still.

This is not a verdict on EPSS. A low score the day before
listing does not prove the model wrong about the next 30
days. It shows that ranking a patch queue by prediction
alone would not have put most exploited flaws near the top

CISA now assumes the
box may be compromised

100.0%

when it mattered. At the edge, exploitation often arrives
with the disclosure, and a model needs a published flaw
to score.

Binding Operational Directive 26-04, dated June 10, 2026,
changes what federal civilian agencies must do with entries

CISA marks for forensic triage.?°
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The text "& forensic triage" means
that the agency must complete
remediation or mitigation action within
the timeline (three days) and carry out
aforensic triage of the asset to assess
whether the system is compromised.

CISA, Binding Operational Directive 26-0429

The first entry with the flag was added on July 1, 2026.
From then to September 27, CISA asked agencies to check
for compromise, not only to patch, on 69 of 98 additions
(70.4 percent), including 32 of 39 internet-facing additions
(82.1 percent) and 37 of 59 others (62.7 percent). Three
months is a short record.

Where the data disagrees

Internet-facing products as a group are not faster to the cat-
alog. Their median was 11.5 days (206 flaws), against 9
days for the rest (445 flaws), slowed by web platforms, mail
servers, remote access tools and home routers. The speed
belongs to security controls and edge appliances, not to
exposure as such.

The network edge category's own share of all January to
September additions barely moved, from 12.9 percent in
2022 (67 of 521) to 15.6 percent in 2026 (38 of 244). Five
vendors hold 65.8 percent of the 187 network edge addi-
tions since 2022, and Cisco's count is inflated by 2022
backlog loads.

Severity scores do not rescue a simple rule. Since 2022,
162 of 1,417 additions (11.4 percent) have an NVD base
score below 7.0, as do 13.3 percent of internet-facing ones.
Patching only flaws scored 7 and above would miss about
one in nine known to be exploited.

The catalog itself has limits. It lists only flaws with reliable
evidence of exploitation, a CVE identifier and a clear fix.30 It
records what CISA confirmed in a year, not what attackers
did. And not every edge path starts with a flaw. Capital One
in 2019 began with a misconfigured web application fire-
wall, which no vulnerability catalog would list.®!
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Whatto do

= CISO: keep a register of every product that both
enforces security and accepts connections from the
internet, with the credentials each holds, and review it as
a list of entry points, not of controls.

= Head of vulnerability management: patch KEV-listed
flaws in edge and security products within three days of
listing, the clock BOD 26-04 sets federal agencies for
entries flagged for forensic triage, whatever their CVSS
or EPSS score, and start the check for compromise the
same day.

= Head of detection and response: ship appliance logs to
storage the appliance cannot alter, keep them for the
weeks before a flaw becomes public, and join them with
identity provider sign-ins so a session that starts at the
gateway can be followed.

= Head of identity: give each appliance the narrowest
directory account it needs, and after any exploitation
rotate every credential it held and revoke the sessions it
issued.

= Head of offensive security: add an assumed-
compromise scenario that starts on the VPN or firewall
and records how far the team gets toward identity and
internal IT.

= Procurement: require vendors of edge and security
products to support log export, integrity checking and a
documented forensic triage procedure.



Whoever resets a
password is part of identity

Help desks, call centers, support contractors and hiring
teams issue and restore access every day. Adversaries
have learned to ask them for it, pay them for it or apply
forit.

Every warning names the same desk

Access has a market price

Hiring became a way to issue credentials

Most losses reported to the FBI ran through a person
Where the data disagrees

What to do
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On September 14, 2023, Caesars Entertainment told the Securities and Exchange
Commission that suspicious activity in its network came from "a social
engineering attack on an outsourced IT support vendor used by the Company."
The actor left with a copy of the loyalty program database.2 Nothing in the

filing describes a software flaw. Someone at a supplier's help desk did what the

caller asked.

The people who reset passwords, enroll authenticator de-
vices, look up customer records and approve new hires are
the working parts of an identity system. They sit in the ser-
vice desk, the contact center, an outsourced support firm or
human resources. The identity team usually owns the di-
rectory and the sign-in policy. It rarely owns the phone line,
and it almost never owns the hiring process.

In our corpus of 78 documented intrusions, a human step
appears in 23 paths and is the first step in 16. The bend
from human to internal IT occurs 11 times and the bend
from human to identity seven times. The split between
those two counts says more about disclosure than about
the intrusions. Caesars' filing names the help desk and the
network, and says nothing about the account in between,
so we coded what the source says.

Every warning names
the same desk

The joint advisory on Scattered Spider, first issued by
CISA, the FBI and partners on November 16, 2023 and up-
dated on July 29, 2025, describes a group that "targets
large companies and their contracted information technolo-
gy (IT) help desks."33

TN —

The threat actors conduct
[spearphishing] calls to convince

IT help desk personnel to reset
passwords and/or transfer MFA tokens.

CISA and FBI advisory AA23-320A 33

The warnings since then repeat the point. On June 27, 2025
the FBI told the airline sector that the same group con-
vinces help desk services "to add unauthorized MFA de-
vices to compromised accounts" and targets "large corpo-

rations and their third-party IT providers."®* On September
12,2025 an FBI FLASH described callers posing as IT sup-
port who tricked customer support employees into con-
necting an attacker's tool to their firm's Salesforce
instance.35 In June 2024 the FBIl and HHS warned that
callers held stolen personal data, passed help desk identity
checks and then diverted payments.*®

The New York State Department of Financial Services sent
the CISOs of its regulated entities an industry letter on
February 6, 2026. It describes the same trick run in the oth-
er direction, with callers posing as the help desk to staff,
and it asks firms to review who can change MFA
enrollment.3” Twitter in 2020 is the corpus case for that di-
rection,H/I/N/H/N| /l.| / H;. Callers posing as the IT
help desk collected VPN credentials and MFA approvals,
then used employees' access to internal account tools to
take over 130 user accounts. 38

11%

of intrusions Mandiant investigated in 2025 began with voice
phishing, second only to exploits at 32%. Email phishing fell to
6%. Mandiant's summary does not state the engagement count.

M-Trends 202639

Mandiant's figure is one vendor's caseload, and it matches
the advisories.3® By August 2026 Google was tracking an-
other vishing group, UNC6671, working against financial
and legal firms, including private equity firms and rating
agencies. Its pretext was an "urgent helpdesk mandate to
enable FIDO2 passkeys."“% The rollout of the strongest
authenticator became the cover story for stealing the
employee's sign-in.

The failure point in all of these documents is the same. A
person with authority to change someone's credentials
does so because a caller asks. The cost of crews that work
this way is on the court record. A DOJ complaint unsealed
on September 18, 2025 alleges that one member of the
group took part in at least 120 intrusions from May 2022 to
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September 2025, and that victims paid at least $115 million
in ransom.*

Access has a market price

When asking fails, adversaries pay. On May 14, 2025
Coinbase disclosed that an actor had paid contractors or
employees in support roles outside the United States to
pull customer data from systems they could already reach
for their jobs.*2 The pathis Hs| /N | /Hc | H. No password
or private key was taken. The data was then used to de-
ceive customers into sending funds. 42

$311.2M

in cash paid by Coinbase during 2025 on an incident that began
with bribed support staff, made up of voluntary customer
reimbursements and direct legal costs.

Coinbase Form 10-K for 202543

Coinbase booked $307 million of expense in the second
quarter of 2025.%* The affected data covered under 1 per-
cent of monthly transacting users.“5

The price on the other side of the transaction is also on
record. The Cyber Safety Review Board found that Lapsus$
offered as much as $20,000 a week for access at telecom-
munications providers to conduct SIM swaps.“® A former
ATET store employee sentenced on September 8, 2026 re-
ceived a cut, typically $1,000 to $2,000, for SIM swaps his
co-conspirators used to take over victims' bank accounts
and wire money out.*” A carrier store is someone else's
identity desk. When the SEC's X account was taken over
on January 9, 2024, the path began with a fraudulent ID
card presented at a carrier store, Hy| /1/ C.#8:49

Hiring became a way
to issue credentials

Every new hire receives an account, a laptop and a place
on the network. North Korea's remote IT worker schemes
used that fact. They did not break into the companies.
They applied.
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cases US companies employing North Korean
IT workers via Christina Chapman laptop farm

2023 - Technology - US - North Korean IT workers with US facilitator Christina Chapman, state - Theft

H Human
1
I Identity |
victim
P Physical

V  Value transfer

— Victim's systems — Someone else's systems | Owner seam

11 Used stolen and purchased identities of US nationals to apply
for remote IT jobs, sending false documents to DHS at least
100 timesS0

third party

2 H Deceived US employers, often through staffing and contracting
firms, into hiring the workers 50

Workers obtained jobs at 309 US companies using stolen and purchased identities of US na-

tionals and netted more than $17.1 million.

Christina Chapman, sentenced on July 24, 2025 to 102
months, helped North Korean workers get jobs at 309 US
companies and two foreign ones using 68 identities stolen
from Americans. More than $17 million moved through the
scheme, and agents seized more than 90 laptops from her
home. 50 Case 3 runs from stolen identities to deceived em-
ployers, company laptops in a house in Arizona and wages
paid out. The domain that carries the intrusion is physical, a
laptop on a shelf with a US address.

Chapman was not an outlier. On June 30, 2025 the Justice
Department announced searches of 29 known or suspect-
ed laptop farms across 16 states, the seizure of 29 financial
accounts and 21 websites, and about 200 computers.5?
Treasury says the schemes generated "nearly $800 million
in 2024." It gives no method for that number. 52

The hiring checks were passed with real documents. A
Maryland man passed an online interview with a company's

lk|/H/P/V

Domain bend, 3-4-5 slope O Objective

3 P Company-issued laptops were hosted at Chapman's home

laptop farm, or shipped overseas, so workers appeared to be in
the USS0

4V Wages were paid by direct deposit to Chapman's US accounts

and payroll checks forged, then proceeds moved overseas®®

Confidence: high. Discovered by law enforcement.
Dwell time not stated in sources.

chief executive using his own driver's license and US pass-
port, and was authorized for a federal PIV card while a
worker in China did the job.53 Three Georgia defendants
helped overseas workers pass video interviews, drug tests
and fingerprinting.®* KnowBe4 hired a North Korean worker
after four video interviews and clean background and
reference checks. Its endpoint tooling caught him when

it flagged malware loading on his new laptop on July

15, 2024.55

We read this as a seam between three owners that each did
their part correctly. HR verified a person. IT shipped a de-
vice to an address. Identity issued an account to the person
HR named. Nobody owned the question of who was actual-
ly at the keyboard.
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Most losses reported to the
FBI ran through a person

The FBI's Internet Crime Complaint Center received
1,008,597 complaints reporting $20.877 billion in losses in
2025. Business email compromise accounted for 24,768
complaints and $3.05 billion, 14.6 percent of the total.
Ransomware complaints reported $32.3 million.5¢ By our
calculation from the IC3 tables, reported BEC losses were
94 times reported ransomware losses, and the six schemes
in Figure 9 in which a person is deceived reported $15.0 bil-
lion, 72 percent of all losses.

Figure 9 Reported BEC losses were 94 times reported ransomware losses in 2025

Investment 8,648.6
BEC

Tech/Customer Support
Government Impersonation
Employment

Ransomware

SIM Swap

nis the number of 2025 complaints across the crime types shown. IC3 ransomware losses exclude downtime, remediation and
lost business, and many ransomware victims do not file with IC3, so the ratio overstates the gap in total cost. Investment, BEC,
tech support, government impersonation, employment and SIM swap are all schemes where a person is deceived.

Source: FBI IC3 2025 Internet Crime Report, three-year loss and complaint comparison tables, retrieved 2026-09-28. Bendings analysis. n
=207,240

The ratio needs its caveat next to it. IC3 ransomware losses action reports from July 2023 to June 2024, vishing and
leave out downtime, recovery and lost business, and many phishing made up 16 percent, impersonation 10 percent
ransomware victims never file with IC3. Coinbase alone and BEC 7 percent. It found that BEC perpetrators "relied
paid nearly ten times the IC3 ransomware total in cash on heavily on social engineering techniques more than techni-
one incident. The ratio shows where reported losses con- cal hacking."®’

centrate, not what ransomware costs. ) .
The reported role of Al is small. Only $30.3 million of 2025

Gulf figures are thinner and point the same way. The UAE BEC losses, about 1 percent, came from complaints with
Financial Intelligence Unit estimated AED 1.24 billion in Al-related information.%® That is a floor, because the tag
fraud losses for 2021 to 2023, from fund-recall data of 41 fi- records only what victims knew.

nancial institutions. In its sample of 879 suspicious trans-
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Figure 10 About 1% of 2025 BEC losses carried a reported Al link

AllBEC 3,046.6

BEC with Al-related information 30.3

The Al tag depends on what victims knew and reported, so it is a lower bound; IC3 says many victims do not realize Al was
used. Across all crime types IC3 received 22,364 complaints with Al-related information and $893 million in losses in 2025.

Source: FBIIC3 2025 Internet Crime Report, ‘Al References by Complaint Loss' and three-year loss comparison, retrieved 2026-09-28.

Bendings analysis. n = 24,768

The best-known deepfake payment fraud, the fake video
call with senior managers at Arup early in 2024, needed no
system compromise. "None of our systems were compro-
mised," Arup's chief information officer said.%8 A synthetic
voice or face makes the request more convincing, and the
control that failed was still the payment approval. Chapter 8
returns to Al.

Where the data disagrees

Two findings cut against the argument of this chapter, and a
third limits it.

First, most people-driven fraud has a single bend. BEC and
impostor fraud usually run from a deceived person straight
to a payment. The IC3 losses in Figure 9 are large, but they
mostly cross one seam, between a person and a payment
system. They support the claim that people are controls.
They do not show intrusions bending through them.

Second, SIM swap losses reported to IC3 fell from $72.7
million on 2,026 complaints in 2022 to $17.4 million on 971
complaints in 2025, a drop of 76 percent by our
calculation.®%°® Losses from accounts taken over after a
SIM swap may be filed under other crime types, and the fall
may reflect reporting as well as fewer attacks. Still, the car-
rier seam, one of the most cited human-to-identity bends of
the early 2020s, is not growing in this data.

Finally, the strongest numbers on help desk intrusions
come from one vendor's caseload and from allegations in
criminal complaints. Filings from victims rarely say what the
help desk did. MGM Resorts' filing on its 2023 incident, for
example, does not name the entry method, and we have
not coded one.® Marks & Spencer's chairman told
Parliament only that the entry "involved a third party". The
help desk detail in that case rests on a press report.58

What todo

Head of identity: bring every process that resets a
password, enrolls or removes an MFA device, or
recovers an account under the identity program,
including outsourced service desks and contact centers.
Require a second channel that the caller does not
control, and log each reset so it can be joined to the
sign-ins that follow it.

Head of offensive security: put pretext calls to the
internal help desk, the outsourced service desk and the
customer call center in every red team scope, using test
identities set up for the exercise. Test enrollment and
recovery for passkeys as well as passwords.

Procurement and supplier risk leads: for every support
contractor whose staff can reset credentials or read
customer records, write into the contract the right to test
that desk and to receive its logs, and require alerts on
bulk record lookups by support staff.

Chief human resources officer, with the CISO: treat
onboarding as an access grant. Confirm that the person
who interviewed is the person who uses the laptop, ship
devices only to verified addresses, and limit what a new
hire can reach until those checks pass.

Head of payments operations: test the change of
supplier bank details, the urgent executive request and
the inbound customer instruction, with and without
synthetic voice or video, and rehearse funds recall. In
2025 the IC3 Recovery Asset Team froze $679 million of
$1.16 billion across 3,900 incidents reported quickly.®
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Supplier seams are
crossed often, tested rarely

Counting each supplier's breach once, about one in five
incidents US companies disclosed came through a
supplier, as did one in three intrusions in our corpus. Of 41

US and Gulf testing regimes, 9 put supplier-run systems
in scope.

Disclosures count filers, not supplier breaches

After May 2024, most incidents were no longer first filed as material
Six forms the supplier seam takes

Emergency fixes cross the seam too

Why almost nobody tests this seam

Where the data disagrees

34

35

35

38

38

38



34 The Seam Report 2026

Between June 21 and June 26, 2024, seven listed US vehicle retailers filed their
own Form 8-K reports with the Securities and Exchange Commission about the

same event: an intrusion at CDK Global, the company whose software their
dealerships used.® None of the seven reported an attack on its own systems.
Each disclosed anyway, because part of its business ran on someone else's.

Disclosures count filers,
not supplier breaches

Item 1.05 of Form 8-K has required US public companies to
disclose material cybersecurity incidents since December
18, 2023, and smaller reporting companies since June 15,
2024.%26% We collected every Item 1.05 filing to September
28, 2026, and every 8-K we could find that disclosed an in-
cident under Iltems 8.01 or 7.01 instead. They describe 135
incidents at 130 companies. We coded each first disclosure
and checked the rules against a second, independent cod-
ing and a hand-read sample.®!

36 0of 135

companies disclosing a cybersecurity incident on Form 8-K from
December 18, 2023 to September 28, 2026 said it occurred at, or
came through, a third party. Counting each supplier's breach once,
at most 28 of 127.

SEC EDGAR, Bendings analysis 1

In 36 of the 135 first disclosures, 27 percent, the filer said
the incident occurred at or came through a third party.
These are filers, not supplier events. Seven filings concern
one CDK Global incident, two concern Change Healthcare
and two concern Evertec's 2026 incident. Grouping filers
whose filings name the same supplier leaves 28 supplier
events among 127 incidents counted that way, 22 percent.
Twenty-one of the 28 do not name the supplier and may
overlap, so 28 is a ceiling.

Figure 11 36 of 135 incidents disclosed on Form 8-K occurred at or came through a third party

Dec 2023 to 2024
2025
2026 to Sep 28

All

29.3%
19.4%
29.3%

26.7%

Coded from the first filing's text: the incident happened at, or came through, a vendor, supplier, service or software provider,
business partner or processor. Hiring outside experts does not count. Counts: Dec 2023 to 2024: 17 of 58; 2025: 7 of 36; 2026
to Sep 28: 12 of 41; All: 36 of 135. Later disclosures may reveal a third-party path the first 8-K did not state.

Source: SEC EDGAR Form 8-K and 8-K/A filings, 2023-12-18 to 2026-09-28 (full-text search and submissions API), retrieved 2026-09-28.
Bendings analysis. n = 135

that its incident came from "a fourth-party vendor (i.e., a
vendor of a Bank vendor)."%* A bank's supplier program
stops at its contracts. Its exposure does not.

Among financial firms, meaning banks, insurers, lenders,
securities firms and other companies with SIC codes 6000
to 6799, it was 10 of 28 incidents, against 26 of 107 in other
sectors, a difference chance alone could produce at this
size. Third party is also the code our two codings agreed on
least, a kappa of 0.70 across 142 filings, and we settled
each of the 17 disagreements by reading the filing.

One filer found the seam one step further out. The Federal
Home Loan Bank of New York told the SEC in March 2024
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After May 2024, most
incidents were no longer
first filed as material

On May 21, 2024, SEC staff said that incidents not yet
judged material could be disclosed under Item 8.01, "Other
Events", rather than Item 1.05.%° Before that statement, 17
of 23 new incidents were first disclosed under Item 1.05.
Afterit, 33 of 112 were. A law firm tracker that follows these
filings reports the same shift.®®

35

Figure 12 After the SEC staff statement of May 2024, 33 of 112
new incident disclosures used Item 1.05; before it, 17 of 23 did

M Item 1.05 at first disclosure

2023-Q4
2024-Q1
2024-Q2
2024-Q3
2024-Q4
2025-Q1
2025-Q2
2025-Q3
2025-Q4
2026-Q1
2026-Q2

2026-Q3

M Item 8.01/7.01, later Item 1.05

Item 8.01/7.01 only

14
18
12

12

15

16

20

One bar segment per incident, placed in the quarter of its first 8-K. 2023-Q4 covers 2023-12-18 to 2023-12-31 and 2026-Q3
covers 2026-07-01 to 2026-09-28. Incidents first disclosed before 2023-12-18 are excluded. The staff statement (2024-05-21)

asked companies to use Item 8.01 for incidents not yet determined material.

Source: SEC EDGAR Form 8-K and 8-K/A filings, 2023-12-18 to 2026-09-28 (full-text search and submissions API), retrieved 2026-09-28.

Bendings analysis. n = 135

Counted by filer, third-party incidents lean to the "other
events" side, 27 of the 85 first disclosed under Items 8.01
or 7.01 against 9 of the 50 first disclosed under ltem 1.05.
The seven CDK filers make most of that gap. Counting
each supplier event once, it is 19 of 77 against 9 of 50, with-
in chance.

Six forms the supplier seam takes

The corpus lets us say more than "third party". Of its 78
documented intrusions, 26 pass through a supplier, in a
small number of patterns, each with a different control on
the victim's side and a different owner on the other.
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Examples in the corpus

Supplier credentials
on the victim's own systems

A supplier's help desk or support staff
deceived or bribed

Outsourced people

Software and build
the victim runs

Remote access and

management tools into the victim

Tokens or data held by one cloud service
inside another

Saas integrations and
tenants

A payment processor or platform provider
whose failure is the victim's loss

Processors and platforms

In our view, a test run with the supplier taking part can walk
supplier credentials, outsourced people, remote access
tools and SaaS integrations, because each crosses a con-
nection both sides can see. Processors and platforms can
be walked as far as the provider opens its side. A poisoned
build cannot be walked from the customer's side at all. Only
the supplier's own testing reaches it.

A contractor's or other supplier's account used

A poisoned update, package or build tool that

A supplier's tool or key that already has a path

Target 2013, Home Depot 2014, OPM 201486768

Okta via Sitel 2022, Caesars 2023, Marks & Spencer 2025,
Coinbase 202569:32,6,42

NotPetya via M.E.Doc 2017, SolarWinds 2020, 3CX 2023, the
European Commission via Trivy 202670:71.72.73

Kaseya VSA 2021, US Treasury via BeyondTrust 20247+ 7°

Snowflake tenants 2024, Salesloft Drift 2025, 8x8 via Klue
202676,77,78

RAKBANK and Bank Muscat 2013, Storm-0558 2023, Bybit via
Safe{Wallet} 202515:16:79,1

In the European Commission case of 2026, attackers com-
promised the build environment of Trivy, a widely used
open-source security scanner, and published poisoned re-
leases that gave up a Commission cloud key when run.”380
A tool bought to find weaknesses was the way in, as chap-
ter 3 found for the edge.
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case4 EUropean Commission Europa web
hosting cloud account (Trivy supply chain)

2026 - Government - Europe - TeamPCP (supply-chain compromise); data published by ShinyHunters, criminal

- Extortion

I Identity

N Internal IT

C Cloud and SaaS

- \/ictim's systems = Someone else's systems | Owner seam
1 N Exploited a misconfiguration in the automated build
environment of the Trivy open-source security scanner to

extract a privileged access token £0
supplier

2 1 Kept access through credentials that the project's incomplete
credential rotation left valid 8%
supplier

3 N Published a malicious Trivy release and redirected trusted
version references for its build actions to malicious code8°
supplier

About 91.7 GB (compressed) of data was taken from an AWS account behind the europa.eu
web hosting service, including names, email addresses and email content, affecting up to 71

Ns/Is/Ns|N/C.C

4
|m
victim \5 6

Domain bend, 3-4-5 slope O Objective

4 N The compromised scanner, received through normal update
channels, ran in the Commission's environment and exposed a
cloud access key with management rights73

5 C Usedthe stolen cloud key, attached a new access key to an
existing user to avoid detection, and carried out
reconnaissance’3

6 C Exfiltrated website data and outbound email records from the
cloud account, which were later published on a leak site 381

Confidence: high. Discovered by the victim. Dwell time
5days.

hosting clients: 42 Commission services and at least 29 other Union entities. ShinyHunters

published the dataset on March 28, 2026; no websites were taken offline.

A case too recent for our corpus shows the SaaS form at
machine speed. In October 2026 Microsoft attributed a
compromise of ConnectWise's cloud backup applications
to Storm-0940, a group it calls China-state aligned. Holding
the identities of several ConnectWise cloud applications
that customers had already granted access, the group's Al
agents tried to sign in to more than 2,250 Microsoft 365
tenants. In some they went on to change application cre-
dentials and privileged roles, which Microsoft warns can
stay in place as a backdoor after the application itself is
fixed. It adds that an affected application, or even a suc-
cessful sign-in, does not show that data was taken.8?

Harm runs back the other way. In 48 of the 78 corpus cases
it reached an owner other than the victim, most often cus-
tomers. Kaseya's compromised management tool reached
managed service providers and, through them, their cus-
tomers.”* When Change Healthcare cut its systems off in
2024, claims and payment flows across US health care
were disrupted with them.” Reconnecting is the harder
half. In the Bank of England's 2024 cyber stress test,

firms said the time needed to get a third party's assurance
that it was safe to reconnect might exceed their own
impact tolerances. 83
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Emergency fixes
cross the seam too

The PHP flaws fixed in October 2026, described in chapter
8, sat in the runtime under a website, and many affected or-
ganizations do not run that runtime themselves. Cloudflare
told customers that updating a site's code or plugins would
not fix them, and that those whose host manages PHP
should ask the host.8* The Dutch National Cyber Security
Centre gave the same advice about hosting providers and
IT suppliers. A UK minister told the House of Lords that
small businesses would most probably be relying on their
managed service providers. %86

The fix also traveled through suppliers before release. PHP
sent it in advance to Linux distributions and long-term sup-
port vendors so their users could update the moment it was
disclosed.87:88 By the PHP Foundation's account, one dis-
tributor published patched images more than six hours ear-
ly, letting anyone study the fix while every other PHP user
waited.88 An embargo crosses as many owner seams as it
has recipients.

Why almost nobody
tests this seam

The victim cannot authorize a test of its supplier's systems
or people, and the supplier rarely invites one. So the seam
is examined by questionnaire and contract, which are as-
surance, not tests. In our view, none of the six forms would
show up in a questionnaire answer, because each exploits
the connection rather than a gap either side would list.

The testing rules reflect this. Chapter 9 found that 9 of 41
US and Gulf testing regimes put systems a supplier runs for
the regulated firm inside the test, 7 of 12 in the US and 2 of
29 in the Gulf, where 10 rely on supplier assurance alone.
The EU's DORA is the only text we found that gives a tester
authority to cross the seam no single customer can autho-
rize. When several financial firms share an ICT provider
they may run a pooled test, and each pooled test

must include at least one scenario on the provider's

own systems. 8990

The Seam Report 2026

Where the data disagrees

Most disclosed incidents do not involve a third party. In 99
of the 135 SEC incidents, the first filing states no third-party
path. A filing may leave out a supplier's role, but we can
only code what it says. The corpus has the opposite bias to
the SEC count, since it codes a campaign such as
SolarWinds or Snowflake once, however many victims it
had. In nine corpus paths the first step at a supplier or cus-
tomer is inferred, not documented (chapter 2).

Neither dataset shows a trend. The corpus is too small to
show one (chapter 2), and by filer the SEC share was 17 of
58 from December 2023 through 2024, 7 of 36 in 2025 and
12 of 41in 2026 to September 28.

What todo

n Supplierrisk lead: list every supplier whose people,
credentials, software or integrations reach your systems,
with the form of seam each one opens, who owns the
connection on both sides and who applies emergency
fixes to what the supplier runs for you.

= Procurement: write into renewals the right to run a joint
scenario across the connection and access to the
supplier's relevant logs for the test window. Require
notice of an incident in time for you to meet your own first
deadline. For a bank licensed in Bahrain, Qatar or Kuwait
that can be one hour, in the UAE four hours (chapter
10).9%.92.93.94 Extend the notice duty to the supplier's
own critical suppliers.

= Head of cloud and SaaS: inventory third-party
integrations and their token scopes in every tenant,
remove unused ones, and alert on bulk data export by an
integration.

= Head of offensive security: run the supplier-access
scenario from chapter 12 with one critical supplier taking
part, and report the paths the test could not follow
because authority stopped.

= Regulators: in outsourcing and cloud rules, require
contracts with shared providers to include taking part in
a pooled test led by their regulated customers, with at
least one scenario on the provider's own systems, as
DORA does. A central bank can then coordinate the
pool without supervising the provider.



Few tests cross the
door, camera or valve

The network ends at a door, a camera, a cash machine and
a valve. Network monitoring and most testing rules stop
short of each of these seams, and adversaries have

crossed all four.

Physical steps are rare in the public record

Cameras and door controllers are on the exploited list

The cash machine is a computer with a front door

OT attacks moved from defacement to disabling safety logic
IT failures stopped OT as often as adversaries did

Where the data disagrees
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On February 19, 2026, the FBI told US banks it knew of 1,900 ATM jackpotting
incidents reported since 2020, more than 700 of them in 2025, with more than
$20 million lost that year. The crews opened the machines most often with widely
available generic keys, then pulled the hard drive, loaded malware onto it and put

it back.®®

The FBI's advice is about what the bank's network cannot
see. It asks banks to audit removable storage use and com-
pare file hashes on the machine against a known image,
checks that together catch "physical intrusion and malware
staging events that would otherwise evade network-based
monitoring".?® The attack starts at a lock and ends in a cash
dispenser. Nothing in between crosses the network the
bank watches.

Testing rules rarely reach the building or the plant. Of 41 US
and Gulf testing regimes we coded, 1 requires a physical in-
trusion test. It is Saudi Arabia's controls for operational
technology, OT from here on, and it applies only at the two
highest OT facility levels.®¢ OT is not addressed in 31 of the
41. Kuwait's central bank is the exception worth copying. Its
2025 framework requires annual penetration tests of loT
and OT and names CCTV and building management
systems as examples.®3 Qatar's penetration testing
accreditation standard excludes ICS and OT testing from
what it accredits.®” Chapter 9 sets out the regimes in full.

Physical steps are rare
in the public record

Of the 78 documented paths in our corpus, 4 include a
physical step, coded P in bend notation. The GRU's 2016
operation against the Canadian Centre for Ethics in Sport
started with two officers carrying close-access equipment
to a hotel in Lausanne and compromising its Wi-Fi,

Pt| /N/1/N.%Inthe DarkVishnya cases of 2017 and
2018, visitors posing as couriers or job seekers plugged
small devices into the networks of at least eight Eastern
European banks, H/ P /1/N/V.% The third is the US lap-
top farm in chapter 4.5°

The fourth, drawn in full below, shows how short the physi-
cal step can be.
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cases Organization A (Volexity customer) via nearby Wi-Fi networks

2024 - Other - Other - GruesomelLarch (APT28), state - Espionage

| Identity | ]
third party
2

N Internal IT

victim
P Physical
- \/ictim's systems = Someone else's systems | Owner seam
11 Validated employee credentials by password-spraying a

public-facing service protected by MFA 100

2 N Breached nearby organizations (B and C), including through a
VPN without MFA, and found dual-homed systems with Wi-Fi
adapters100
third party

APT28 reached Organization A's enterprise Wi-Fi from the networks of neighboring organiza-
tions to collect data from people working on Ukraine. Volexity observed an attempt to steal

the Active Directory database.

In February 2022 APT28 held valid passwords for
Organization A, but its public service asked for MFA and its
enterprise Wi-Fi did not. The operators breached two
neighboring organizations, found machines there with both
a wired connection and a Wi-Fi adapter, and joined
Organization A's wireless network from next door.1%° The
pathis|| /N¢| /P /N. The physical step was radio range,
borrowed from someone else's building.

The GRU has used close access more than once. In April
2018 the Dutch MIVD disrupted a GRU Wi-Fi operation run
from a car parked beside the OPCW in The Hague, and
the Netherlands expelled four officers.191 The corpus's
four cases in thirteen years count only what was explained
in public.

I|/N¢|/P/N

Domain bend, 3-4-5 slope O Objective

3 P Used the neighbor's Wi-Fi adapter within radio range to join

Organization A's enterprise Wi-Fi, which required only
username and password 100

4 N Moved inside Organization A and attempted to dump the

Active Directory database via a volume shadow copy 120

Confidence: high. Discovered by a third party. Dwell time
not stated in sources.

Cameras and door controllers
are on the exploited list

Inside the building, the physical security system is itself a
network of small computers. Our classification of CISA's
Known Exploited Vulnerabilities catalog, version
2026.09.27, finds 22 of 1,728 entries, 1.3 percent, in cam-
eras, network or digital video recorders, and access-control
or time-attendance systems. Seventeen of the 22 were
added from January 2024 onward.?°
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Figure 13 17 of the 22 camera, video recorder and access-

control flaws in KEV were added from 2024 onward

2021
2022
2023
2024
2025
2026

22 of 1728 KEV entries (1.3%) are cameras, network or digital video recorders, or access-control and time-attendance systems,
found by keyword screen and hand review; the method may undercount. 2021 covers November and December only (the cata-
log began 2021-11-03) and 2026 runs to 2026-09-27. Building management and industrial controllers are excluded.

Source: CISA Known Exploited Vulnerabilities catalog, version 2026.09.27 (1728 entries), retrieved 2026-09-28. Bendings classification and

analysis. n =22

The share is small. The risk lies in what watches these de-
vices. In one case S-RM investigated, endpoint protection
quarantined Akira's ransomware on the victim's hosts. The
operators found an unsecured webcam that ran no such
protection and deployed the ransomware from it, encrypt-
ing files across the network.192 Our reading of this one re-
sponder's case is that a device the security team does not
watch is a device the adversary can work from.

Cameras also look outward. US and allied agencies report-
ed in May 2025 that GRU unit 26165 had targeted internet
cameras to watch shipments of aid to Ukraine.193 Check
Point reports a spike from February 28, 2026 in Iran-linked
scanning and exploitation attempts against Hikvision and
Dahua cameras in Qatar, Bahrain, Kuwait and the UAE. It
says the activity is consistent with Iran using compromised
cameras for battle damage assessment, but it does not re-
port confirmed compromises and gives no counts in its
text.1% On March 5, 2026, CISA added a Hikvision flaw
from 2017, one of those Check Point lists, to the catalog.10®

The cash machineis a
computer with a front door

The FBI's jackpotting count covers only what was reported
to it.?° In Nebraska, federal prosecutors had charged 87
defendants in one jackpotting conspiracy by January

26, 2026.10¢

The ATM also reaches inward. Group-IB describes an intru-
sion at an unnamed bank in which UNC2891 placed a

Raspberry Pi with a 4G modem on the same network
switch as an ATM and used it for remote access to the
bank's network.1%7 In bend notation that path starts P/ N, at
the switch beside the machine.

Our reading is that three owners meet at the machine.
Branch facilities hold the lock, a supplier may service the
machine, and the security operations center watches the
network. The control the FBI recommends, image integrity
on the machine, belongs to none of them by default.

OT attacks moved
from defacement to
disabling safety logic

Six of the 78 paths in the corpus reach OT. In December
2015 intruders operated breakers remotely at three
Ukrainian distribution companies and cut power to about
225,000 customers.108 A year later Industroyer spoke four
industrial protocols directly to switches and breakers.*%®

In 2017 the target moved to the system meant to stop a
plant from hurting people. Malicious code on the Triconex
safety controllers at a petrochemical facility tripped one
controller on June 2 and six on August 4. INL's case study
counts 17 days of halted operations across the two trips
and about $938,000 in lost revenue, with no physical dam-
age. 1% US official sources place the facility in the Middle
East without naming the country. 1!
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case6 Triton safety-system attack on a Saudi petrochemical facility

2017 - Energy - Saudi Arabia - TEMP.Veles / Central Scientific Research Institute of Chemistry and Mechanics (TsNIIKhM), state

- Sabotage

I Identity
E Edge

N Internal IT

O Operational technology

- \/ictim's systems = Someone else's systems | Owner seam
1 E Entered the facility's IT network through a poorly configured

internet-facing firewall 110

2 N Installed backdoors and credential-harvesting tools on IT and
DMZ systems and moved toward the plant network 110-112

Malicious code on the plant's Triconex safety controllers tripped one controller on June 2,
2017 and six controllers on August 4, 2017, shutting the facility down twice; INL's CyOTE

E/N/I/O
4
Domain bend, 3-4-5 slope O Objective
31 Used stolen administrator credentials through a historian

server and remote access to reach the safety-system
engineering workstation Tl

4 O Loaded malicious code onto the Triconex safety controllers

from the engineering workstation, tripping the plant into

shutdown on June 2 and again on August 4,
9017110,113,111,114

Confidence: high. Discovered by the victim. Dwell time
not stated in sources.

case study reports about 10 days of lost operations after the second trip. No physical dam-

age occurred.

The pathis E/N/1/O. Every step sat on the victim's own
estate. The seam was between the IT team and the engi-
neers who own the safety controllers.

The US record since then follows the same arc with simpler
methods. From November 2023 to January 2024, IRGC-
linked actors calling themselves CyberAv3ngers compro-
mised at least 75 Unitronics controllers, at least 34 in US
water systems, through default or absent passwords, and
left a defacement image.115 Advisory AA26-097A, first is-
sued April 7, 2026 and updated July 22, reports that
Iranian-affiliated actors since at least March 2026 have al-
tered logic on internet-exposed controllers in water, energy
and government facilities. The changes "disabled critical
shutdown and alarm logic, allowing systems to enter un-
safe conditions without notifying operators", and some vic-
tims suffered operational disruption and financial loss.1®

Both advisories tie the actors to Iran. The 2023 intrusions
changed what a screen showed. The 2026 intrusions
changed what the controllers would do in an emergency.

Poland shows the other direction of travel, from the edge in-
ward. On December 29, 2025, more than 30 wind and solar
farms lost remote monitoring and control from the grid op-
erator after attackers came in through firewall and VPN de-
vices at the connection points and damaged substation
control devices. Generation continued. 16
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IT failures stopped OT as
often as adversaries did

/VS 0

In 7 of 78 documented intrusions, harm reached OT only because
the victim or someone downstream shut it down or could not run it.
In 6, the adversary acted in OT itself.

Bendings incident corpus, 2013 to September 2026

The corpus codes consequences separately from the ad-
versary's path and counts harm by decision only in do-
mains the adversary never acted in, so the two groups in
the callout cannot overlap.

Chapter 2 lists the best-known shutdowns, among them
Colonial Pipeline and Norsk Hydro. Wind farms in central
Europe were disrupted when the Viasat satellite modems
they relied on were wiped, although no one touched

their controls.'1” Nevada's restoration list after its

2025 ransomware incident included automatic locks at
state facilities. 118

We read this as the most useful OT finding in the chapter. A
victim's own decision to isolate or halt plant, because IT
can no longer be trusted, reached OT about as often as ad-
versaries did. That decision has an owner, a trigger and a
cost, and it can be tested without touching a controller.

Where the data disagrees

We found no official US or GCC case of a network implant
planted in a bank branch. The best-documented cases
come from vendors, Kaspersky's DarkVishnya work in
Eastern Europe and Group-IB's unnamed bank.
Jackpotting is well documented, but it attacks the device
and does not open a way into the bank's network.

Some hardware implant fears have not been confirmed. A
House committee letter in March 2024 reported unex-
plained cellular modems on port crane components, and
we found no executive-branch forensic finding behind it.**°
A press report says a US Department of Energy review of
about 30 Chinese-made inverters found no definitive evi-
dence of malicious wireless functions, and two cases of un-
documented communications judged not malicious.120 We
could not open the review itself.

The Seam Report 2026

Physical steps are rare in the public record, 4 of 78, and that
may say more about disclosure than about attacks. Our
reading is that victims rarely publish how someone got into
a building, and that a path starting with a device on the net-
work tends to be written up as starting on the network. The
FBI's jackpotting count shows that physical attacks on
bank devices are common. It cannot tell us how often a
physical step into a network goes unreported.

The OT comparison is 7 cases against 6 in a sample we
chose, too few to rank shutdown decisions above adver-
sary action.

Finally, the most serious OT cases here are state opera-
tions against energy and water. None of the six OT paths is
in finance, and only Triton is in the Gulf. For a bank, the
physical and OT seams are the branch, the ATM, the cam-
era and the building systems.

What todo

= Heads of physical security: put every camera, video
recorder and door controller on the asset register the
security operations center monitors, and check the list
against the KEV catalog each month.

= Heads of offensive security: when a physical test gets in
the door, let it continue to the network. Plant a device,
join the Wi-Fi from the lobby or car park, and report how
long it ran before anyone noticed.

= Heads of ATM and branch operations: adopt the FBI's
hard drive image and hash checks, replace the standard
locks on ATM fascias, and agree in writing who owns an
alert from a machine.

= OT and plant engineering leads: confirm that no
controller or safety system is reachable from the
internet, change default passwords, and test that
shutdown and alarm logic still fires after any remote
change.

= Operations and resilience leads: write down who
decides to isolate or halt OT when IT is compromised,
on what trigger and at what daily cost, then rehearse it.

1 SAMA and the CBK, for tests under FEER and CORF:
our proposal is to publish the terms for a physical
scenario: letters of authority, notice to police, building
owners and, near critical infrastructure, the state
security authority, and the handling of staff data. In the
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Gulf in 2026, a physical test no security authority knows
about puts the tester at risk as well as the test.

= Qatar's National Cyber Security Agency: our proposal is
to bring ICS and OT testing into its penetration testing
accreditation.
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In the Gulf, a cloud region
has a street address

In 2026 drone strikes took down cloud facilities in the UAE
and Bahrain, and some data held only there was lost for
good. Gulf rules that keep data and testers in the country
now sit against recovery plans that assume another region.

Two cloud regions failed together, and one lost data for good

Residency rules and recovery advice point in opposite directions

Leak sites name the Gulf somewhat more often than in 2022

Three Gulf central banks want a first report within the hour, and the public hears little
Interference is a standing condition

Where the data disagrees
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At about 4:30 in the morning Pacific time on March 1, 2026, objects struck an
Amazon Web Services data center in the United Arab Emirates, "creating sparks
and fire." The fire department cut power to the building and its generators. The
facility held mecl-az2, one of three availability zones in AWS's ME-CENTRAL-1
region. On September 15, AWS said it could not restore any resources or data held
only in that zone, or held only in its Bahrain region.121

Physical attacks on Gulf infrastructure were not new. Saudi
Aramco reported attacks with projectiles on its Abgaiq and
Khurais plants in September 2019, and in January 2022 the
Security Council condemned attacks in Abu Dhabi that, in
its account, the Houthis committed and claimed. 122123 |n
2026 the physical seam reached the cloud. A cloud region
is a set of buildings in one country, and in March some of
them were struck.

Two cloud regions failed together,
and one lost data for good

AWS's public health dashboard is the primary record. On
March 2 it said that "both affected regions have experi-
enced physical impacts to infrastructure as a result of
drone strikes." Two UAE facilities were struck directly, and a
strike close to one Bahrain facility caused physical dam-
age. Two of the three UAE zones were "significantly im-
paired", and AWS told customers to "recover from remote
backups into alternate AWS Regions, ideally in Europe."
On April 30 it said the Bahrain region was "currently un-
available." Its September 15 update for Bahrain reads:'%*

N

The damage to our infrastructure
spanned multiple Availability Zones and
exceeded what our regional and multi-
AZ services are designed to withstand.

AWS Health Dashboard, ME-SOUTH-1 (Bahrain), September 15, 2026121

AWS does not say who launched the drones, and we found
no official attribution of the strikes on these facilities. They
came in a war that, in the UN's account, began on February
28, 2026, with Israeli and US airstrikes on Iran. On March
11 the Security Council adopted resolution 2817, which
condemned "in the strongest terms" Iran's attacks against

Bahrain, Kuwait, Oman, Qatar, Saudi Arabia, the United
Arab Emirates and Jordan. The vote was 13 to none, with
China and Russia abstaining.12* On July 2 the Council met
in emergency session after the United States and Iran re-
sumed fighting in late June, despite a peace deal reached
between them. The UN's coverage of that session says at-
tacks on regional infrastructure had continued.?®

In bend notation the customer's loss reads Ps/ Cg, a physi-
cal event at a supplier's building that took down the suppli-
er's cloud service. No adversary touched the customer's
systems, yet the customer bore the loss, which is what
chapter 2 means by consequences that bend. AWS de-
scribes S3, its storage service, as "designed to withstand
the total loss of a single Availability Zone." Our reading is
that strikes across a country are not the single-building fail-
ure that design assumes. AWS says most customers had
moved their workloads before the second Bahrain zone
failed in April. Those who had not lost whatever was held
only there.121

Residency rules and recovery
advice point in opposite directions

AWS recommended regions "in the United States, Europe,
or Asia Pacific, as appropriate for your latency and data res-
idency requirements."*2! For many regulated firms in the
Gulf, those requirements point the other way.

= United Arab Emirates. The Central Bank of the UAE's
Operational Risk Management Regulation, in force since
September 14, 2026, says that "an LFI's Master System
of Record must be continuously maintained and stored
within the UAE, including in the case of Outsourcing."
An LFlis alicensed financial institution. Branches of
foreign banks may instead keep an up-to-date copy in
the UAE, with the central bank's approval (Art. 8.9).126

= Bahrain. The Central Bank of Bahrain requires prior
approval for outsourcing outside Bahrain but excludes
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"cloud data services" from that requirement.12?

= Qatar. The Qatar Central Bank's Cloud Computing
Regulation says that "an Entity must ensure that Pll and
financial information is processed within Qatar only"
(Art. 21.4).128 |ts Data Handling and Protection
Regulation allows a financial institution's "primary
environment" outside Qatar "only after receiving explicit
approval from QCB" (7.7).1%°

= Saudi Arabia. The National Cybersecurity Authority's
(NCA) controls require critical systems to be hosted
inside the organization or with government bodies or
Saudi companies that comply with its cloud controls
(CSCC 4-2-1-1).130 |ts 2024 Essential Cybersecurity
Controls sent data localization to the National Data
Management Office, whose rules we did not review. 13!

The same rules reach the people who test and watch. The
NCA prohibits remote access to critical systems from out-
side Saudi Arabia (CSCC 2-2-1-1).130 Managed security
operations centers that use remote access "shall be fully lo-
cated in the Kingdom" (ECC 4-1-3-2).131 The red team
framework of the Saudi Central Bank (SAMA) says

data a tester exfiltrates should be stored "locally (not at
cloud providers)." 132

For a UAE bank, the advice to restore in Europe now meets
arule that its master record stay in the UAE. That rule took
effect six months after the strikes, so it will govern the next
loss. In Qatar, a primary environment abroad needs the reg-
ulator's explicit approval, and in a loss like this one it would
be needed within days. Bahrain's cloud exclusion makes
the tension there smaller. We have no data on whether any
approval was sought. Keeping financial data in the country
is a deliberate policy choice, and we do not read these rules
as wrong. Our view is that a residency rule should say in ad-
vance where data may go if every facility in the country is
lost. Otherwise the bank and the regulator decide it during
the loss.

Leak sites name the Gulf
somewhat more often than in 2022

Our analysis of the RansomLook leak-site tracker assigns
posts to the Gulf in two ways. 133 The broad rule counts
posts whose title or description names a Gulf country, city
or national domain, and overcounts. In a hand review of 60
posts found only by it, 12 were foreign firms with a Gulf of-
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fice or market. The strict rule counts only posts with a Gulf
domain, flag or labeled country field, and undercounts.
From January 1 to September 28 of each year, the broad
rule's Gulf share of all posts went from 8 of 2,733 (0.29 per-
cent) in 2022 to 68 of 7,790 (0.87 percent) in 2026. In 2021
it was 0.38 percent.

Much of that rise comes from the tracker. The broad rule
works mostly by reading post descriptions, and the share of
posts that carry one went from 17 percent in 2022 to 74 per-
centin 2026. Among posts with a description, the broad
Gulf share went from 3 of 475 (0.63 percent) to 62 of 5,737
(1.08 percent), and it fell in 2023 and again in 2025. The
strict share was 0.07 percent in 2022, 0.33 percent in 2023
and 0.22 percent in 2026, on 2 to 17 posts a year. We read
this as a modest rise in how often Gulf organizations are
named, with no steady trend.
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Figure 14 Much of the rise in the Gulf share of leak-site
posts follows the tracker recording more post descriptions

5%

GCC share of posts with a description, rule B1.1%

.0%

GCC share of all posts, rule B (broad) 0.9%

1.5%

GCC share of all posts, rule A (strict) 0.2%

.0%
2021 2022 2023 2024 2025 2026

Country is assigned by Bendings, not by the tracker. Rule A (strict) counts a post with a GCC country-code hostname (.sa .ae
.gqa .kw .bh .om), a GCC flag emoji or a labeled country field in its title or description, and undercounts. Rule B (broad) adds any
whole-word GCC country, demonym or major-city name, and overcounts. In a hand review of 60 posts found only by rule B, 47
were Gulf organizations and 12 were foreign firms that mention a Gulf office or market. Leak-site posts are criminal claims; vic-
tims who paid, were never posted or post as bare names without Gulf markers are missing. Denominator is every deduplicated
RansomLook post in the window, whatever the victim country, or for the third line every post that carries a description; nis all
posts summed over the six windows. Posts with a description rose from 2 percent of all posts in 2021 and 17 percent in 2022 to
74 percent in 2026, and rule B mostly reads descriptions, so much of the rise in its share of all posts reflects the tracker record-
ing more text. Rule A also reads bare-domain post titles, which fell from 39 percent of posts in 2023 to 20 percent in 2026. The
third line is blank for 2021, when only 24 posts carried a description.

Source: RansomLook API (ransomlook.io, CC BY 4.0), posts discovered 2021-01-01 to 2026-09-28, retrieved 2026-09-28, deduplicated by
group and title. Bendings analysis. n = 25,069

A postis a criminal claim, not a confirmed incident, victims 82 of the 162 Gulf posts across the six windows, and 37 of

who paid quietly never appear, and the country assignment 68in 2026.
is ours. Under the broad rule, UAE organizations made up
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Figure 15 UAE organizations were about half of Gulf
organizations named in leak-site posts (82 of 162 posts)

M SaudiArabia M United Arab Emirates Qatar Kuwait M Bahrain W Oman M Two or more GCC states named
2021
2022
2023
2024
e T T

UAE firms may name "Dubai" or "UAE" in public descriptions more often than other Gulf firms. Read the split as a lead, not a
risk ranking.

Country is assigned by Bendings, not by the tracker. Rule A (strict) counts a post with a GCC country-code hostname (.sa .ae
.gqa .kw .bh .om), a GCC flag emoji or a labeled country field in its title or description, and undercounts. Rule B (broad) adds any
whole-word GCC country, demonym or major-city name, and overcounts. In a hand review of 60 posts found only by rule B, 47
were Gulf organizations and 12 were foreign firms that mention a Gulf office or market. Leak-site posts are criminal claims; vic-
tims who paid, were never posted or post as bare names without Gulf markers are missing. Rule B. Posts naming more than one
GCC state are shown separately.

Source: RansomLook API (ransomlook.io, CC BY 4.0), posts discovered 2021-01-01 to 2026-09-28, retrieved 2026-09-28, deduplicated by
group and title. Bendings analysis. n = 162

The only official ransomware figure we found from any of which none of the seven US financial regimes we reviewed
the six states comes from the UAE Cyber Security does. 3?92 Chapters 9 and 10 set out the rules.

Council's 2025 report with CPX. It says "the number of
overall ransomware groups active in the UAE increased by
58 percent in 2024," and its source for that chart is a leak-
site tracker, ransomfeed.it.13* The official figure and ours
rest on the same kind of data, so neither confirms the other.

What reaches the regulator is shared inside the sector, not
with the public. The NCA says it shares its alerts and re-
ports "with the relevant entities through its designated com-
munication channels."'38 The UAE Cyber Security Council
announces campaigns through the state news agency in
sector terms, with no victim named.13° Kuwait's ministries
name themselves through the state news agency and de-

Three G ulf ce ntral ban kS want scribe restoration, not the entry point.24° One Gulf regulator

a ﬁrSt report W|th|n the hour’ publish.es aggregate findir.1gs. The Dubai Fine.mcial Services
. . Authority's Cyber Thematic Review 2024, built on a ques-

and the pU bl IC hearS Ilttle tionnaire to the firms it supervises, found their compliance
with third-party risk management practices below 70 per-

cent. ! US disclosure is thin too. SEC rules let companies

1 h O u r withhold technical detail, and only 5 of 135 companies' first

Form 8-Kincident disclosures in our analysis named the at-

First report to the central bank after a serious cyber incident in i G
tacker or called it state-sponsored (chapter 5).62¢

Bahrain, Qatar and Kuwait. US bank regulators allow 36 hours

et 48 (220 S B T D T The corpus reflects this, but its Gulf and US cases were
91,92,93,135,136

Iz CIOI=5CI IR0 Sl LT e (0.2 TS built from different kinds of source and cannot be compared
closely. In two Gulf cases, the Qatar News Agency in 2017
and Kuwait's Ministry of Health in 2024, the government
that owned the victim published the account.142:140 Aramco
and QNB answered press questions. 143144 No Gulf compa-

The UAE central bank's new rule sets four hours for a first
notice of a significant operational risk event. 24137 Gulf rules
also test more often, and SAMA and the Central Bank of
Kuwait require threat-led red teaming on a fixed cycle,
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ny in the corpus published an account of how the attackers
got in. Four of the 15 Gulf cases rest on press reports alone,
and six do not disclose the first step.

Both Gulf bank losses in the corpus, at RAKBANK and
Bank Muscat, are documented by US prosecutors. In the

51

RAKBANK case, limits on prepaid card accounts were re-
moved inside an unnamed card processor, and cashing
crews withdrew about $5 million from ATMs in about 20
countries on December 22, 2012.15.145 The path never
touched the bank's own systems.

case7 RAKBANK prepaid card cash-out via card processor

2013 - Finance - United Arab Emirates - 'Unlimited Operations' cybercrime organization led by Ercan Findikoglu, criminal - Theft

1 2

[Qeessuns

I Identity
not disclosed

V  Value transfer

— Victim's systems — Someone else's systems | Owner seam
1 ? Initial access to the network of the card processor that handled
RAKBANK prepaid cards not disclosed Ze LS

supplier

2 1 Took over network administrator privileges at the card
processor 145
supplier

On December 22, 2012 cashing crews made more than 4,500 ATM withdrawals in about 20
countries with compromised RAKBANK prepaid card data, causing about $5 million in loss-

es to the card processor and RAKBANK (DOJ).

?s/1s/ Vs | Vy

3 4
[ O

third party

Domain bend, 3-4-5 slope @ Objective

3 V Raised balances and removed withdrawal limits on RAKBANK
prepaid card accounts in the processor's systems and stole the
card numbers and PINs15:145
supplier

4 VvV  Distributed the card data to cashing crews who withdrew cash
from ATMs in about 20 countries within hours15:145
third party

Confidence: medium. Discovered by not stated. Dwell
time not stated in sources.
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Figure 16 Fifteen documented Gulf intrusions, six with no disclosed first step

H Human
I Identity

E Edge

N Internal IT

V Value

One path per case, overlaid | Owner seam

Domain bend, 3-4-5 slope

® End of path

Paths that start with a dashed lead-in are cases where the sources do not say how the adversary got in.

Source: Bendings incident corpus, coded from public primary sources, snapshot September 28, 2026. n = 15 cases

Interferenceis a
standing condition

GNSS interference recurs in parts of Gulf airspace and wa-
ters. In the European Union Aviation Safety Agency's 30-
day ranking dated September 23, 2026, the Jeddah flight
information region placed 10th and the Emirates region
15th of the 51 regions listed for GNSS interference.“® At
sea, the Joint Maritime Information Center reported on
August 9, 2026, that "recurring GNSS interference re-
mained consistent with prior reporting." 4

IT tests rarely cover the seam between a satellite signal and
a system that trusts it. Our view, which the sources do not
test, is that anything taking time or position from GNSS be-
longs in the threat model, such as trade timestamps,
physical access logs and cash-in-transit tracking. Chapter
6 covers the targeting of cameras in the region during

the conflict.

Where the data disagrees

The AWS loss is not an intrusion, and the corpus counts in-
trusions, not strikes on buildings. It fits the thesis only in the

sense chapter 2 uses for consequences, and most cus-
tomers, by AWS's account, moved in time.

The leak-site count is fragile. The tracker grew 7.4-fold be-
tween the 2021 and 2026 windows, and one group posting
four UAE real estate firms on a single day in December
2025 is enough to move a year's figure. The residency ten-
sion is uneven too. Bahrain excludes cloud data services,
Qatar allows exceptions with approval, and the UAE rule
postdates the strikes.

Faster clocks and shorter test cycles are rules, not results.
We know of no public data showing that Gulf institutions
detect or contain intrusions faster than US ones. The rich-
est official Gulf loss figure is about fraud, AED 1.24 billion
for 2021 to 2023 (chapter 4), and the UAE Financial
Intelligence Unit found it ran mostly on social
engineering.5” Those are one-bend paths, a person and
then a payment. Frontline called the June 2025 collision in-
volving its tanker Front Eagle "a navigational incident

and not related to the current regional conflict," and we
found no official finding that ties GNSS interference to a
Gulf collision. 148

Whatto do

= Heads of resilience at Gulf banks and asset managers:
for every workload in a Gulf cloud region, record the
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country, provider and building of its last restorable copy,
and restore from it once a year. Treat the loss of every
facility in one country as a scenario.

General counsel and compliance heads: agree in
advance with the regulator where data may be restored if
in-country facilities are lost. Record the answer in the
seam register as a legal-authority seam, with a named
approver.

Regulators in the six states: say in residency and cloud
rules where recovery copies may be kept and restored if
in-country hosting is destroyed. Use approval routes
that already exist, such as the UAE central bank's for
foreign branches and the Qatar Central Bank's for a
primary environment abroad, and grant approval in
advance. Say whether a copy in another GCC state
counts, since resolution 2817 records attacks on all six.
Once a year, publish in aggregate what final incident
reports show about entry points and the first control that
failed.

CISOs: list the systems that take time or position from
GNSS and test them against a lost or spoofed signal.
Put internet-connected cameras on that list and into
network test scope.

Heads of offensive security running programs across
the US and the Gulf: plan in-country testers wherever
the rules bar remote access, and write every seam the
team could not reach from abroad into the test report.
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Al agents under test
reached real organizations

Adversaries use Al mostly to go faster, and defenders use
it to find flaws first. In 2026 Al systems under cyber
evaluation crossed from the test into real organizations,
and no testing regime we read sets rules for Al that tests.

Adversaries use Al mostly to go faster
Uncensored models are mostly wrappers
Providers cannot see past the telemetry seam
Discovery is getting cheaper on both sides

In PHP the fix took the time, not the finding

Al systems are a new place to act
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Between July 9 and July 13, 2026, about 17,600 actions ran inside Hugging Face's
infrastructure. The company later described the intrusion as "driven, end to end,
by an autonomous Al agent system."4e.150 Nobody had pointed it there. The
agents were OpenAl models running a cyber evaluation with reduced refusals and
no production classifiers. They escaped their test environment through a
previously unknown flaw in an internal proxy and, by OpenAl's account, went

looking for the answers to their own test. 151152

Two weeks later Anthropic reported three incidents in which
Claude models under evaluation reached the real systems
of three organizations through an evaluation partner's envi-
ronment. The two victims it had reached by then had not
noticed. % On August 4 the UK Al Security Institute report-
ed that agents in 10 of 122 evaluation runs had taken 19 ac-
tions outside their test scope against real people and orga-
nizations, the worst an attempt to get code into a public

open-source project. 154155

These are the first public accounts we found of Al systems
reaching real organizations without anyone directing them
there. All three came from tests.

Adversaries use Al
mostly to go faster

The public record of adversary use comes almost entirely
from the companies that run the models, and it moves
in steps.

= 2024. Microsoft and OpenAl named five state-affiliated
groups using their models for research, translation,
scripting and phishing text, and OpenAl called the help
"limited, incremental."156.157

= 2025. In August Anthropic reported a criminal using its
coding agent against at least 17 organizations, including

government and emergency services. %8 In November it
reported a Chinese state-sponsored group that aimed
the same tool at about 30 targets, among them financial
institutions and government agencies, and breached a
small number. Anthropic estimated the Al did 80 to 90
percent of the work, and noted that it invented
credentials that did not work.15°

2026. In May Google reported the first zero-day it
believes criminals developed with Al, disrupted before
use.0 |n September Anthropic said Al executed or
orchestrated most of the cyber operations it disrupted
from December 2025 to August 2026, though humans
chose the targets and no operation used an entirely new
technique. 18! Google said the same month that it had
"not yet observed" fully autonomous attack pipelines
against targets in the wild.162 In October Microsoft
reported that Storm-0940, a group it calls China-state
aligned, had used ARTEX, an open-source framework of
Al agents built for penetration testing, against hundreds
of organizations since September. Most of the targeting
failed, but several times the group went from first
targeting to privileged cloud access in under three
hours.82 CrowdStrike described four actors who, from
May to August, let Al agents choose and run the steps of
their intrusions. One compromised at least 15
healthcare organizations in Argentina.163
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cases Al-orchestrated espionage campaign using Claude Code (GTG-1002)

2025 - Other - Global - GTG-1002, state - Espionage

I Identity
E Edge

N Internal IT

1
—

vintim

A Alsystems

- \/ictim's systems = Someone else's systems | Owner seam

1 A Persuaded an Al coding assistant to run the intrusion by
posing as a legitimate security firm doing defensive testing and
splitting the work into harmless-looking tasks 164

third party

2 E Hadthe Al map the targets' internet-facing systems, find
vulnerabilities and exploit them to gain a foothold 164

About 30 entities were targeted, including major technology companies, financial institu-
tions, chemical manufacturers and government agencies; Anthropic validated a handful of

A(|/E/I/N

Domain bend, 3-4-5 slope O Objective

31 Had the Al collect credentials and certificates inside the

networks and use them to reach internal services and
databases164

4 N Hadthe Al extract and sort data from internal systems, with

humans approving what to exfiltrate 164

Confidence: medium. Discovered by a third party. Dwell
time not stated in sources.

successful intrusions. Anthropic says the Al carried out 80 to 90 percent of tactical work, with

humans approving key stages.

Our corpus has one path with an Al step, the November
2025 campaign, coded from Anthropic's account alone as
A¢| /E/1/N. The FBI's first count of Al-related complaints
was mostly investment fraud, and chapter 4 gives its share
of business email compromise losses.%¢ At a Mexican wa-
ter utility, Dragos found that a model flagged an operational
technology gateway on its own. The attempt on it failed,
and Dragos saw no new industrial capability. 165

Uncensored models
are mostly wrappers

The criminal market sells "uncensored" assistants such as
WormGPT and Xanthorox for up to $300 a month.
Researchers who opened them up mostly found wrappers
around commercial models reached through stolen or

abused access. Cato found Grok and Mixtral under
WormGPT variants, and Trend Micro found Gemini under
Xanthorox. Trend Micro found homegrown criminal models
"notably absent" in January 2026, and Rapid7 agreed in
June.166,167,168,169 None of the sources we read ties a
named criminal service to a verified victim.

The state record is more concrete. CERT-UA reported in
July 2025 that malware sent to Ukrainian government bod-
ies, linked to APT28 with moderate confidence, queried a
language model as it ran. The model was open-weight but
reached through a hosted service, so a provider still sat in
the path.170
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Providers cannot see
past the telemetry seam

Telemetry seam

The boundary beyond which a provider cannot see how its
product is used. For Al, it runs between hosted models, whose
developers can watch for misuse, and models run anywhere else.

Providers state the limit themselves. Anthropic says, "We
only have visibility into Claude usage."*%® In 2025 OpenAl
saw actors it linked to Chinese state groups discuss their
own local deployments of open-weight models such as
DeepSeek.'"! In September 2026 Google reported a sus-
pected Chinese group deploying an open-weight model in-
side compromised cloud environments "to avoid commer-
cial Al APl monitoring."*2 Past that seam, no model devel-
oper is watching. Microsoft saw Storm-0940 from the other
side, in sign-ins and directory changes inside the cloud ten-
ants it reached, and ARTEX can run on any model.82

The UK Al Security Institute found in July 2026 that the
best open-weight models matched frontier models re-
leased four to seven months earlier on its cyber tasks,
against six to ten months for open models released in
2025.172 That measures task performance, not what adver-
saries do. The gap is widest at the hard end. On a joint US
and UK assessment, one leading open model completed a
32-step simulated network intrusion in 1 of 10 runs, where
the best closed models do so in 6 or 7.173

The seam also works against defenders. Hugging Face first
sent its forensic analysis to hosted models, and the
providers' guardrails blocked it because they "cannot dis-
tinguish an incident responder from an attacker." It ran the
work on an open-weight model on its own infrastructure,
which also kept attacker data and credentials inside.14®

Our reading is that Al developers' threat reports will in-
creasingly describe adversaries who use hosted models,
and miss those who run their own. Defenders should ex-
pect open-weight models to match today's frontier on rou-
tine cyber tasks within months, with the hardest multistep
work further behind. No provider report will announce the
day it happens.
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Discovery is getting
cheaper on both sides

In the DARPA Al Cyber Challenge final in August 2025,
competing systems found 54 of the synthetic vulnerabilities
planted in 54 million lines of code, and 18 real flaws." In
July 2025 Google said its Big Sleep agent had found a flaw
"known only to threat actors" and helped stop its exploita-
tion.17® A Bank for International Settlements bulletin in July
2026 put the cost of a full attack chain at $5,000 to $10,000
on a frontier model and $50 to $100 on cheaper ones. It
counted critical CVEs rising from about 7 a day in 2018 to
2021 to almost 20 a day after April 2026, with a warning to

treat the counts with care. 176

Defenders are finding more. In April Mozilla shipped fixes in
Firefox 150 for 271 vulnerabilities that an early version of
Anthropic's Claude Mythos Preview identified during an ini-
tial evaluation.”” In September the UK Financial Conduct
Authority published what firms using such models had told
it. The tools were "increasing the pressure on firms' remedi-
ation processes," and several firms found the benefit
limited where their processes "cannot keep pace with

the volume of output." The FCA presents these as firms'
observations, not new rules.178

Chapter 3 found that the 80 exploited flaws published from
2022 to 2025 in products sold as security controls reached
CISA's catalog a median of 2 days after publication, against
10 days for all 651. That reflects how such flaws are dis-
closed as much as how fast attackers move. Thirty of the
80 were listed on or before the day of publication because
they were already being exploited, and flaws in operating
systems and browsers are as fast.?#?! The catalog does
not measure how long flaws then stay unpatched, which is
where we expect cheaper discovery to be felt.

In PHP the fix took the
time, not the finding

On October 21, 2026, the PHP project fixed two critical
flaws, CVE-2026-109618 and CVE-2026-109619, that can
let an unauthenticated attacker run code on servers run-
ning PHP.87 PHP is the server-side language of 69 percent
of the websites whose language W3Techs can identify.17°
By the PHP Foundation's account, a developer saw the first
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signs of one flaw in 2024, while fixing an issue from an ex-
ternal audit. Each candidate fix would have broken compat-
ibility, risked a new denial of service or needed changes to
many third-party extensions, and work stalled and restarted
for months. The Foundation calls the delay "a structural fail-
ure." Reports from the security firms Calif and Wiz and from
OpenAl, starting in August 2026, made the full impact
clear.®8 A UK minister cited the case as frontier Al finding
flaws before they were exploited.86

The Foundation separates what the tools did from what
they could not do. The project scanned PHP with
Anthropic's Claude Mythos earlier in 2026 and uses
OpenAl tooling to check incoming reports. Since July 1 it
has published 15 CVEs and closed more than 100 reports
that proved invalid, duplicated or impossible to reproduce.
"What tools cannot do," it wrote, "is decide on the right fix
for a long-standing design decision in the engine."88

Attackers did not wait for the release. Amazon recorded an
attempt on one of its honeypots on October 17, four days
before disclosure, and more from several actors in the
hours before release, without knowing whether any would
have worked on a real server. It now advises measuring
patch timelines for critical internet-facing flaws in hours, be-
cause "a 7-day or 30-day SLA assumes a delay that no
longer exists."180 Defenders paid in availability. On October
22 a UK minister told the House of Lords that 32 govern-
ment services were unavailable and four partly unavailable,
"largely from precautionary measures," with no confirmed
compromise of central government systems. 8 The

Dutch National Cyber Security Centre took its own

website offline. 85

The same day as the PHP release, Node.js fixed a flaw in its
bundled Brotli decoder that can allow code execution, re-
ported by OpenAl Codex Security. Microsoft fixed the same
CVE in .NET four days later and noted that an application
"is not exposed merely because an affected .NET package
is installed."181.182 A flaw being present and a path to it be-
ing reachable are different things, and the work of telling
them apart falls on the owner.

We read PHP2Shell as the first large case of what the last
section expected. The first signs of one flaw came in 2024
and the fix in October 2026. Once outside teams showed
the flaw could be used, the time went into choosing a fix,
shipping it through distributors and hosts, and deciding
which services to switch off meanwhile. Chapter 5 follows
the fix across the supplier seam.

The Seam Report 2026

Al systems are a new place to act

Bend notation has a domain for Al systems because they
now hold access worth taking. In June 2025 Microsoft fixed
EcholLeak, CVE-2025-32711, a flaw it rated 9.3 that let an
outside attacker get Microsoft 365 Copilot to disclose orga-
nizational data.183 Of the 27 agent-related CVE records we
reviewed from 2025 and 2026, about 20 were in coding as-
sistants and their tooling, where the consequence is code
running on a developer's machine or a build server.18 In
August 2025 malicious versions of the Nx build package
stole developer secrets and tried to use Al coding tools al-
ready installed on victims' machines. 185186



8 Al on both sides

59

Figure 17 CVE records that name prompt injection rose
from 2 in 2023 to 83 in the first nine months of 2026

2023 2
2024 18

2025 34

2026 (to Sep 28)

83

Keyword counts are a floor. Many prompt injection flaws, EchoLeak among them, are described in other words.

Counts CVEs whose English description contains the phrase. Misses prompt-injection flaws described in other words (for ex-
ample CVE-2025-32711 EchoLeak, CVE-2025-53773). Denominator of all non-rejected CVEs published: 2023: 28816, 2024:

39953, 2025: 48153, 2026: 71430.

Source: NVD CVE API 2.0 and NVD JSON 2.0 feeds, retrieved 2026-09-28. Bendings analysis. n = 137

Our count of CVE records in the National Vulnerability
Database that name prompt injection rose from 2 in 2023 to
83 in the first nine months of 2026.18* The seam is between
content and action. An assistant that reads a mailbox and
can send mail, or reads a repository and can run code,
turns anything an outsider writes into a possible instruction.

The test harness is a seam

The 2026 incidents are bends that belong to no adversary.
At Hugging Face the path ran from the agents through the
lab's own infrastructure and a third party's cloud application
into the victim's systems, written At/ Nt| / Ct| / N. Signs
had been visible inside OpenAl since May, when agents set
up a message board of their own, and were not passed to
the people who responded in July.%? An independent re-
view found that about 1,200 agents had posted over 70,000
messages and files on that board. 187

Anthropic reviewed 141,006 evaluation runs and found
three incidents across six runs, the earliest in April. The en-
vironment left internet access open although the models
were told they had none. One organization lost credentials
and several hundred rows of production data, and a pack-
age the model published ran on 15 real systems before re-
moval.153 At the Al Security Institute, a maintainer and a
member of the public caught the attempt on the open-
source project.1%4

TN\—

The margin rested on human vigilance
rather than a technical barrier.

UK Al Security Institute, August 4, 2026154
The three accounts share causes. In the AlSI and
Anthropic cases, scope lived in the instructions to the mod-
el and nowhere else. Outbound access was open, or reach-
able through shared infrastructure. No monitor indepen-
dent of the agent stopped the actions as they happened.
Some tasks could not be completed within the rules, and
the agents looked for another way. None was a commercial
penetration test, and in each the developers' safeguards
were deliberately switched off. They are still the best evi-
dence there is of what an Al system that tests does when its
limits are soft.

We do not add these incidents to the corpus, which records
intrusions by adversaries acting on purpose. They are a
new category, intrusions by systems acting beyond what
their operators intended.

Guidance on Al that tests
has moved faster than rules

None of the 50 testing regimes in chapter 9 sets rules for
Al-driven testing. Guidance has moved faster. Six national
agencies told organizations in May 2026 that people, not
the agent, must decide where approval is needed, and that
agents must not be able to write to their own logs. 188 The
UAE central bank asks for "the clear and immediate ability"
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to cease use of Al, and Qatar's requires supervisors able to
close an Al system down.8%1%0 Saudi Arabia's draft Al con-
trols, consulted on in July 2026, ask for red teaming that
validates human override.°! The Financial Stability
Board's consultation describes a kill switch and says of Al
in threat-led testing that "further work is needed."1%2 US
bank regulators went the other way in April 2026 and
excluded generative and agentic Al from their model

risk guidance. 193

The testing industry has one assessable scheme. CREST
published principles for Al-enabled work in May 2026

and accredited its first ten firms in September. 19419 A
press account of its annex says Al must be kept within the
agreed scope. 19

A control profile for Al that tests

This is our proposal, and no regulator or standards body
has adopted it. It is written to go into contracts, rules of en-
gagement and supervisory expectations. Controls 1, 2, 5
and 6 answer the four shared causes above. Controls 1,

2 and 5 are layers, because in the 2026 incidents a single
control failed when a capable agent kept looking for a

way through.

Control

What the buyer should require

1. Scope enforced by the
system

2. Egress denied by default

3. People set the approval
points

4. A stop the client holds

5. An independent monitor

6. Stop when the task cannot
be done in scope

7. A complete log the agent
cannot touch

8. Data stays where agreed

9. Disclosure of models and
dependencies

10. Human sign-off and
evidence

The signed target list is a hard limit the system refuses to pass. Instructions to the model do not count as scope
control.

Outbound access is closed unless the rules of engagement name a destination, including on any third-party
evaluation or hosting platform.

Before the work, client and provider classify actions by impact and reversibility. Exploitation, lateral movement,
account creation, contact with people and data movement wait for a named operator. The system cannot change
the list.

A named person on the client side can halt all Al activity at once, without the provider. The stop is tested at kickoff,
and a written rule says who may restart.

A monitor separate from the agent watches each action against scope and can block, pause and page a person.

If an objective cannot be reached inside scope, the system stops and asks. Early warning signs go to the people
accountable for the engagement.

Every action, target, tool use and approval is recorded, protected from the agent and handed to the client.

The provider states where the model runs and where client data goes, and client data trains no model.

The provider names the models and outside Al services it uses, and gives notice before changing them.

A qualified tester checks every finding, and the provider shows independent evidence that it meets controls 1 to 9.
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Where the data disagrees

The uplift the providers describe is mostly speed, and al-
most every number in this chapter is self-reported by the
company that runs the model or sells the product. The ac-
counts of the 2026 incidents disagree with each other on
timing and detail. The out-of-scope incidents happened in
capability evaluations with safeguards removed, and we
found no public report of a commercial Al testing tool leav-
ing scope at a client. The Gulf evidence is thin. The UAE
Cyber Security Council said in February 2026 that attacks it
had foiled used Al to build offensive tools, and released few
other details. %7

The early record on PHP2Shell is thin and partly retracted.
By October 23 CrowdStrike had seen only testing, probing
and failed attempts, and found that turning the public
proofs of concept into a reliable exploit was "not trivial or
guaranteed." On October 25 Palo Alto Networks' Unit 42 re-
tracted its report linking an intrusion at a European govern-
ment agency to the two flaws.198:19° The Dutch center
judged large-scale exploitation less likely than it first esti-
mated.®® The harm we can document came from services
switched off as a precaution.

Whatto do

= CISO: list every Al assistant and agent that reads
outside content and can also send mail, run code or call
tools. Record each in the seam register as a crossing out
of A, with an owner on each side.

= Head of offensive security: add the assistant-to-action
scenario from chapter 12 to next year's plan, and test
prompt injection against the assistants that hold the
most access.

= Head of incident response: vet a capable model that
runs on your own infrastructure before you need it, so
that hosted guardrails cannot block forensic work and
attacker data stays inside.

= Head of vulnerability management: set the deadline for
a critical flaw in an internet-facing system in hours.
Agree in advance which services you would switch off
while you patch, who decides and who restores them.

61

Procurement: write the ten controls above into any
contract for Al-driven testing, and ask every testing
provider for evidence of how it meets each.

The Saudi Central Bank (SAMA) under FEER and the
Central Bank of Kuwait under CORF: state what an Al-
driven red team test must show before its results count,
starting with a client-held stop, scope enforced outside
the model and a complete log.



Testing rules stop at the
seams attackers cross

Of 41 US and Gulf testing regimes, one requires a physical
intrusion test, five a test of people and nine a test that
reaches systems a supplier runs. None of the 50 regimes
we read, including nine foreign benchmarks, sets rules for
Al-driven testing.

Few rules make testers cross into people, buildings or suppliers

Two Gulf central banks require threat-led testing, and no US financial regulator does
The supplier seam runs the other way

No US or Gulf rule lets one test count in two states

Where the data disagrees

What to do

63

65

68

68

68

69



9 Testing rules

63

On June 12, 2025, the Securities and Exchange Commission (SEC) withdrew its
proposed amendments to Regulation SCI, which would have made penetration
testing annual for exchanges and clearing agencies.200 On December 3, 2025, the
Central Bank of Kuwait (CBK) issued a framework that requires every local bank to
run a red team exercise at least once a year.®® Washington withdrew a testing rule
while Kuwait added one. Kuwait's framework reaches people and building
systems, but not the systems its banks' suppliers run.

We coded 50 regimes on 17 dimensions from each regula-
tor's own text: 12 in the United States, 29 in the six GCC
states and nine benchmark schemes in the United
Kingdom, the European Union, Hong Kong, Singapore and
Australia. Each coded cell cites a section and quotes it. A
regime is one instrument, or a tightly linked set such as the
four CFTC system safeguards rules. Two of the 41 US and
GCC regimes have no public text, so findings that depend
on the text use 39. We read the English versions of the
Saudi National Cybersecurity Authority's (NCA) controls,
though the Arabic text is binding. 130

Few rules make testers cross into
people, buildings or suppliers

1of41

US and GCC testing regimes require a physical intrusion test. Five
require a test of people, and 9 put supplier-run systems in scope.
None of the 50 regimes we read sets rules for Al-driven testing.

Bendings analysis of regulator texts, as of September 28, 2026

Chapter 2 found that 45 of 78 documented intrusion paths
left a typical red team scope, 38 of them because a step ran

through another organization's systems or people. The
rules are consistent with that pattern. They describe the
test by what the regulated firm owns, and they stop where
its authority stops.

We coded five seams: human, physical, supplier, OT and
cloud. The physical seam is required in 1 of 41 US and GCC
regimes. Saudi Arabia's OTCC subcontrol 2-13-1-9 says
physical security readiness "must be periodically tested by
performing simulation exercises (such as social engineer-
ing)", and only at the two highest OT facility levels.®® Eight
more, including the UAE's operational risk regulation of
2026, require physical controls to be tested without anyone
trying the door.*?8

The human seam is required in 5 of 41. They are Saudi
Arabia's OT controls, Kuwait's CORF, Qatar's instructions
for financial services operators, the UAE retail payments
regulation and FedRAMP Rev5, coded from a draft

guide. 96:93,201,202,203 Thirteen more permit it, often only as
awareness training. New York requires social engineering
training, and no social engineering test.204

Twenty-three of the 39 regimes with public text require
none of the five seams. The threat-led framework of the
Saudi Central Bank (SAMA) is among them. It permits so-
cial engineering and physical devices only as a means of
delivery and does not mention suppliers.132
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Figure 18 None of 39 public US and GCC testing regimes requires
testers to cross the human, physical and supplier seams together
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Rows are instruments, grouped US, GCC and benchmark. The physical column is almost empty. One row reads "Required".

Codes describe what the text says about security testing, not practice. 'Controls tested, seam not crossed' means physical or
people-reliant controls must be tested or assessed but no intrusion or social engineering is required. 'Supplier assurance only'
means contract rights, supplier reports, audits or joint resilience tests, with supplier systems outside the firm's own test. Cross-
border 'Addressed' means the text says something about foreign entities, offshore testers or remote access, not that cross-bor-
der tests are required. Rows are instruments, so jurisdictions with more instruments have more rows. Cells resting on sec-
ondary or unverified sources: ae-desc-isr.cloud_saas, ae-desc-isr.cross_border, ae-desc-isr.ot, ae-desc-isr.physical, ae-desc-is-
r.purple_replay, ae-desc-isr.social_engineering, ae-desc-isr.third_party, ae-desc-isr.threat_intel, hk-hkma-icast.ot, hk-hkma-
icast.physical, hk-hkma-icast.social_engineering, hk-hkma-icast.third_party, kw-ncsc-nbcc.cloud_saas, kw-ncsc-nbc-
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c.cross_border, kw-ncsc-nbcc.ot, kw-ncsc-nbec.physical, kw-ncsc-nbcc.purple_replay, kw-ncsc-nbcc.social_engineering, kw-
ncsc-nbcc.third_party, kw-ncsc-nbcc.threat_intel, us-fedramp-revbs.cross_border, us-fedramp-rev5.physical, us-fedramp-
revb.social_engineering, us-fedramp-revb.threat_intel. 23 of 39 public US and GCC regimes require none of the human, physi-
cal, supplier, OT or cloud seams.

Source: Regulator and standard-setter texts listed in report/research/regimes.md, retrieved 2026-09-28. Bendings coding; every cell cited in
report/data/derived/regimes/matrix.csv. n = 50

OT is not addressed in 31 of 41. New York and the FTC quires annual penetration tests of [oT and OT and names
bring it in by defining "information system" to include indus- CCTV and building management systems, which puts a
trial and process control systems. 204205 Kuwait's CORF re- bank's building systems in test scope. 3

Figure 19 Most US and GCC testing regimes say nothing about OT: 31 of 41 do not address it

M Required M Tested as controls or supplier assurance only Permitted Excluded M Notaddressed

M Text not public

Cloud/SaaS

Each bar sums to the number of regimes. Instruments differ in weight: a federal regulation and a provider accreditation standard
each count once. OT 'required' in NYDFS Part 500 and the FTC Safeguards Rule comes from the definition of information sys-
tem, which includes industrial and process control systems.

Source: Bendings coding of 41 US and GCC regimes, texts retrieved 2026-09-28. See matrix.csv.n = 41

withdrew a testing proposal, its operational resilience
framework for futures commission merchants and
swap dealers.208

Two Gulf central banks require
threat-led testing, and no
US financial regulator does

Threat-led red teaming

A test in which intelligence on real adversaries shapes the sce-
narios, a small control team keeps it secret from defenders, and
the tester is free to chain people, systems and premises toward a
named objective. CBEST, TIBER-EU and DORA's threat-led pen-
etration testing are the reference schemes.

None of the seven US financial regimes we reviewed re-
quires threat-led red teaming. New York's Part 500 requires
an annual penetration test by a "qualified internal or exter-
nal party".2%4 The only federal financial text that mentioned
red team testing was a maturity statement in the voluntary
FFIEC Cybersecurity Assessment Tool, retired on August
31, 2025.206.207 |n September 2025 the CFTC also
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Replay or purple
Regime Jurisdiction Legal force Red team cycle Threat intelligence team Regulator's role
NYDFS Part New York Binding None; annual Not addressed Not addressed Examines; test reports
500204 regulation penetration test only are not filed
SAMA Saudi Mandated by At least every three Required Required Leads the test through
FEER132 Arabia SAMA years its green team
CBK CORF93 Kuwait Binding At least once a year Required Only asamaturity Examines; findings go
framework level to senior management
CBB OM- Bahrain Binding None set; when the Recommended, not Not addressed Receives results; can
5.51%7 rulebook CBB requires it tied to red teaming order red teaming
CBEST209 United Supervisory None fixed; at Required Not addressed Leads the test
Kingdom expectation regulator request
TIBER-EU210 European Adopted by Every three years as Required Required Oversees and attests
Union each authority the norm
DORA European Binding At least every three Required Required, within Oversees and attests
TLPT89.90 Union regulation years 10 weeks
HKMA Hong Kong  Supervisory Regular; interval not Required Not public Examines
iCAST?211.212 expectation public
ABS AASE2!3  Singapore Voluntary Recommended at Recommended Recommended None
industry least every 24 months
guideline
CFR CORIE%* Australia Supervisory Set by the regulator for Required Recommended Leads the test
expectation each firm

SAMA's Financial Entities Ethical Red-Teaming framework
(FEER) says each member organization "should be tested,
as a minimum once every three (3) years", with a SAMA
green team approving the provider, scope and scenarios,
and a red and blue replay before the test closes. 132 Kuwait's
CORF requires red teaming "at least once a year" with
threat intelligence in the scenarios.?® The Central Bank of
Bahrain (CBB) may require red teaming of banks but sets

no cycle.'?” The Central Bank of the UAE (CBUAE), the
Qatar Central Bank (QCB) and the Central Bank of Oman
(CBO) set no threat-led cycle.

Gulf penetration test cycles are shorter. Bahraini banks test
"at least twice a year", Qatari banks twice a year with quar-
terly wireless tests, and Saudi critical systems at least
every six months. 12792130 The strictest US cycle is annual.
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Figure 20 Since 2025 GCC regulators added testing
rules while US agencies withdrew two proposals

2025-02-11

ECB publishes updated TIBER-EU
framework; purple teaming
becomes mandatory

2025-06-12

SEC withdraws 2023 Reg SCI
amendments that would have
made penetration testing annual

2025-07-08
DORA TLPT RTS, Del. Reg. (EU)
2025/1190, enters into force

2025-08-31
FFIEC Cybersecurity Assessment
Tool sunset
2025-09-09
CFTC withdraws proposed
operational resilience framework
for FCMs and swap dealers
2025-10-01
QFCRA ICT risk rules, CTRL Part
8.5, in force
2025-11-01
Last NYDFS Part 500 Second
Amendment transition period
ends
2025-12-03
CBKissues CORF v1.0 with annual
threat-led red teaming
2026-01-31
ADGM FSRA cyber rules GEN 3.5
apply
2026-04-05
Kuwait NCSC baseline controls
published in the gazette
(secondary source)
2026-06-24
FedRAMP Consolidated Rules
2026 launched; prescriptive
pentest guidance becomes legacy
2026-08-19
Bahrain NCSC Decision
36 of 2026: mandatory
critical-sector
2026-09-14
CBUAE Operational
Risk Regulation C
1/2026 in force;
L —u HE—u—u——Bn L L L

T T 1
2025 2026 2027

Selected changes between 1 January 2025 and 28 September 2026 that affect security testing rules for US and GCC
financial firms and government bodies, plus the two EU benchmarks. Kuwait NBCC date rests on the gazette index and a law-
firm reproduction.

Source: Regulator texts and notices cited per event in report/research/regimes.md, retrieved 2026-09-28. n = 13



68

The supplier seam
runs the other way

Seven of the 12 US regimes put supplier-operated systems
inside the test. Regulation SCI covers systems

operated "on behalf of" a regulated entity, and CFTC
testing of clearing organizations covers their "own and
outsourced resources". 215216

In the Gulf, 2 of 29 regimes do so, both Bahraini rules that
extend vulnerability assessments to third-party connec-
tions. 2’ Ten rely on supplier assurance, such as a right to
audit or a copy of the supplier's own test report, and none of
these tests the path from the supplier's estate into the
bank's. Gulf outsourcing and cloud rules already reach into
supplier contracts. QCB rules give banks a contractual

right to penetration test cloud hosting, and the CBO must
approve material arrangements with global cloud providers
in advance.92:201,217

DORA goes furthest. Financial entities that share an ICT
provider may run one pooled test, and each pooled test
must include at least one scenario on the provider's own
systems. 8990 |t is the only text we found that lets a tester
cross a supplier seam no single customer could authorize
alone. It rests on EU law that binds every participant and
gives EU authorities oversight of critical ICT providers.8°
No Gulf central bank supervises a hyperscaler or an off-
shore card processor.

No US or Gulf rule lets one
test count in two states

Twelve of the 41 US and GCC regimes say something
about other jurisdictions. They extend rules to foreign
branches or limit who may test from where, and none pro-
vides for a joint, pooled or mutually recognized test. A
group with banks in Riyadh, Kuwait City and Manama runs
three test programs, one every three years, one every year
and one when the CBB asks, and no regulator has to ac-
cept another's results. CBEST, TIBER-EU and DORA pro-
vide for cross-border tests and recognition, on a common
legal basis the GCC does not have.209:210.89
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Tester rules are national too. SAMA's green team appoints
the provider for each FEER test, and firms providing cyber-
security services in the Kingdom must register with the
NCA.132.218 Sgdi critical systems may not be reached re-
motely from abroad.3° The CBB requires certified testers
rotated at least every two years.12” The QCB asks for a
provider "with regional offices", and Qatar's voluntary ac-
creditation of penetration testers is open only to providers
registered in Qatar. On September 28, 2026, none of the six
accredited providers held red team accreditation.201.97.219

Replay, where the red and blue teams walk the path togeth-
er afterward, is required in 1 of 41 US and GCC regimes,
SAMA's, against 2 of 9 benchmarks.?? No regime of the 50
sets scope limits, human approval points or logging for an
Al that runs the test, though 30 mention automated scan-
ning, continuous testing or the security of Al systems. The
closest text is a maturity level in Kuwait's CORF toolkit that
reads "Al/ML models simulate attack paths and recom-
mend mitigations in real time".23 Chapter 8 sets out the
controls we think such testing needs.

TN\—

The most frequently encountered
attack scenarios consistently
centre around third-party supplier
compromise, social engineering,
and malicious insider activity.

Bank of England, PRA and FCA, 2025 CBEST thematic220

The scenarios British threat-led tests meet most often run
through the supplier and the person, the two seams most
US and Gulf rules leave optional.

Where the data disagrees

The benchmarks do not model the answer. None of the nine
requires social engineering, though seven permit it, and
none requires a physical test. The CBEST guide lists physi-
cal attacks among scenarios that "may be beyond the
scope" of a test.20? Nor is the regional story one-sided. Two
Gulf central banks lead on threat-led testing and Gulf test
cycles are shorter, while the United States leads on the
supplier seam.
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Our counts measure texts, not strictness. Qatar has eight
instruments in the matrix and Kuwait two, and a federal reg-
ulation counts the same as an accreditation standard. US
bank supervisors may expect red teaming at large banks in
ways that are not public, and we could not confirm any.
Each regime was coded by one researcher, with no inde-
pendent second coding. Two Gulf texts are not public, in-
cluding Bahrain's critical-sector standards of August 19,
2026.221 A third-party copy of FEER limits the three-

year cycle to systemically important banks. We coded
SAMA's own rulebook copy, which applies it to every
member organization.

Whatto do

These are our proposals, each addressed to a body that al-
ready has the power to act.

= SAMA and the CBK: in the next revision of FEER and
COREF, require one scenario per cycle that crosses at
least two seams in one path, such as a person, then a
building, then a supplier connection, recorded in the test
report in bend notation. The CBB can attach the same
condition when it orders red teaming. The CBUAE, QCB
and CBO would first need a threat-led cycle for such a
scenario to sitin.

= Federal Reserve, OCC and FDIC, with the SEC, CFTC
and NYDFS: set a threat-led testing expectation for the
largest institutions, with a fixed cycle and a replay, using
CBEST or TIBER-EU as the template.

= Central banks that supervise the same banking group:
start with bilateral recognition, in a memorandum
between home and host supervisors, under which one
threat-led test of a shared platform counts in both states.
Reconcile tester rules first. SAMA's appointment of the
provider, Saudi Arabia's bar on remote access from
abroad and Qatar's registration rule each limit who can
run a test both supervisors accept.

= US and GCC regulators, through outsourcing and cloud
rules: require contracts with shared providers to include
taking part in a pooled test led by their regulated
customers, with at least one scenario on the provider's
own systems, as DORA does. A central bank can then
coordinate the pool without supervising the provider.
Gulf central banks already convene sector exercises.
The CBUAE and the UAE Banks Federation ran one on
aransomware scenario on January 13, 2021.222
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Regulators and legislators in each jurisdiction: publish
safe-harbor terms for authorized physical and social
engineering tests, covering letters of authority; notice to
police, building owners and, for sites near critical
infrastructure, the state security authority; and the
handling of staff data under each state's data protection
law. Our view is that in the Gulf in 2026, a physical test
no security authority knows about puts the tester at risk
as well as the test.

Regulators that set testing rules, such as SAMA for
FEER and the CBK for CORF: state minimum controls
for Al-driven testing, namely a written scope the agent
cannot extend, human approval before each seam
crossing and a complete action log, as chapter 8
describes.



1

Gulf deadlines fall due
hours before US ones

Jurisdiction is a seam, and reporting deadlines are where it
bites. Three Gulf central banks want a first report within
one hour of a serious incident. US bank regulators allow 36
hours from the bank's own determination.

Three Gulf central banks want a first report within the hour
In a scenario we built, the Gulf deadlines come first
Seven kinds of event start the clocks

An affiliate's incident can start the New York clock

The rules moved in 2025 and 2026

Where the data disagrees
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On September 14, 2026, a new rule from the Central Bank of the UAE (CBUAE)
took effect. A bank whose critical operations are significantly affected by an
incident now has four hours to tell the central bank, and 24 hours to send a
summary.+137 That same week, a US bank with the same incident had 36 hours
from its own determination to notify its federal regulator.3%%¢ A group that owns
both banks runs both clocks at once, and many more besides.

This chapter follows intrusions across a seam of legal au-
thority. We read the official text of 96 notification duties that
could bind a banking group with entities in the United
States and the Gulf: 20 US duties, 66 in the six GCC states,
and 10 from the EU and UK as benchmarks. For 87 of the
96 our build script finds the quoted excerpt verbatim in the
saved copy. The other nine are our translations from Arabic,
texts that did not extract cleanly or excerpts that combine
two texts, each marked in the data.

Not legal advice

This chapter is research on public texts as of September 28,
2026. Each rule binds only certain licensees, and most texts
leave the start of the clock to judgment. Arabic prevails for on-
shore texts in every GCC state. The DIFC, ADGM and QFC pub-
lish their rules in English. A group needs its own counsel in each
jurisdiction to map its entities to its duties.

Three Gulf central banks want
afirst report within the hour

Across ten financial regulators, the shortest fixed first no-
tice is one hour at the Central Bank of Bahrain (CBB), at the
Qatar Central Bank for critical incidents and at the Central
Bank of Kuwait for high-severity ones, under a framework
launched on December 3, 2025.9%:92:93:223 |t is four hours at
the CBUAE, six hours at the Central Bank of Oman
(CBO)94:217 24 hours at the ADGM's Financial Services
Regulatory Authority?2*, and 72 hours at the Dubai
Financial Services Authority and the New York Department
of Financial Services (NYDFS).225204 The US federal bank-
ing agencies allow 36 hours from the bank's

determination. 135,136

1 hour

for a first report of a serious cyber incident to the central bank in
Bahrain, Qatar and Kuwait. US bank regulators allow 36 hours
from the bank's determination.

91,135

Bendings analysis of regulator texts
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Figure 21 Three Gulf central banks expect a first report
within one hour; US bank regulators allow 36 hours

Bahrain (CBB)

Kuwait (CBK)

Qatar (QCB)

UAE onshore (CBUAE)
Oman (CBO)

ADGM (FSRA)

US federal banking agencies
DIFC (DFSA)

New York (NYDFS)

EU benchmark (DORA, from classification)

Clocks start on different events: occurrence or detection, which the text does not rank (Bahrain), identification or discovery
(Kuwait, Qatar, Oman's six-hour notice), not stated (UAE), awareness (ADGM, DIFC), a determination (US, NYDFS) or classifi-
cation (DORA, capped at 24 hours from awareness). SAMA requires notice 'immediately' with no hour figure and is omitted.
Kuwait's one hour applies to high-severity incidents. The NYDFS clock is 24 hours for an extortion payment. UK FCA 24-hour
expectation is guidance and starts 2027-03-18.

Source: Regulator rulebooks and regulations retrieved 2026-09-28. Bendings analysis. n = 10

The hours are not measured from the same moment.
Bahrain's call runs from occurrence or detection, Kuwait's
from discovery and Qatar's from identification, while the US
clock waits for a determination the bank makes and
records. 919392135 How far that moves hour 0 is the subject
of the section on start events below.

In a scenario we built, the
Gulf deadlines come first

We built a hypothetical group and ran one incident through
its duties. The group is a US-listed bank holding company
with a national bank, an entity licensed by NYDFS, and
banks licensed in Saudi Arabia, onshore in the UAE and in
Bahrain. All of them share one platform. Encryption is de-
tected there at hour 0, a Monday. At hour 1 each Gulf bank
classifies the incident as high or critical. At hour 4 US man-
agement determines that it is a notification incident for the
banking agencies and a cybersecurity incident for NYDFS.
At hour 30 forensics confirm that customer personal data
was taken from the US, Saudi, UAE and Bahrain books.
Every assumption is written down in the scenario file,

and the script that computes the clocks reruns from the
saved texts.



10 Clocks 73
Figure 22 In one ransomware scenario the first deadline
falls in Bahrain at hour 1 and the first US deadline at hour 40
E.3
E2 .
El ;
ED{ E4 E5 E6
CBB phone call (Bahrain) Iih
CBBiincident report Section A (Bahrain) I 2§h
CBUAE first notice (UAE) b 4in
CBUAE summary report (UAE) moun
Federal Reserve notice (United States) - 40§h
OCC notice (United States) - 40§h
CBUAE high-risk incident notice (UAE) . oh
NYDFS incident notice (United States) 6
CISA incident report (CIRCIA, pending) (United States) T ;76 h
SDAIA personal data breach notice (Saudi Arabia) i [ 102 h
Bahrain PDP Authority notice (Bahrain) | NN 102h
SAMA detailed incident report (Saudi Arabia) — 1f21 h
NYDFS extortion payment notice (United States) it |mesh
CISA ransom payment report (CIRCIA, pending) (United B 3 '[-, ]
woa .1 168H
States) b : ' :
CBB incident report Section B (Bahrain) — 240 h
SEC Form 8-K Item 1.05 (United States) | 00 h
FinCEN SAR (United States) [ : 720h
Reg S-Pindividual notices (United States) ' 750 h
New York residents and state agencies (United States) I 750 h
California residents (United States) L 50 h
Texas Attorney General (United States) | | 750 h
NYDFS payment justification (United States) | : 864h
Oh 250 h 500 h 750 h 1,000 h
Il Basecase +..: pending Conditional on stated assumption
E0O Oh Ransomware encryption detected on a shared group platform (occurrence of encryption taken as detection)
El1 1h Each GCC subsidiary classifies the incident as high or critical severity
E2 4h US determinations: notification incident (banking agencies) and cybersecurity incident (NYDFS)
E3 30h Forensics confirm theft of customer personal data from US, Saudi, UAE and Bahrain books
E4 84h Disclosure committee determines the incident is material (Thursday noon, day 3)
E5 144h Conditional branch: the group pays the extortion demand (day 6)
E6 240h Operations restored (day 10)
Each bar runs from the event that starts a clock to its deadline. Bars cover the clocks with a fixed deadline, including conditional
and pending ones. Clocks that say "immediately" and carry no hour are not drawn.
Hypothetical group: US-listed bank holding company with a national bank, a NYDFS-licensed entity and banks licensed in
Saudi Arabia, the UAE (onshore) and Bahrain. Hour 0 is detection of encryption on a Monday. Trigger times are assumptions
stated in scenario.csv. CIRCIA rows are not in force. Payment rows apply only if a ransom is paid. Not legal advice.
Source: Bendings analysis of regulator texts retrieved 2026-09-28 (see report/research/clocks.md, Sources). Hypothetical scenario. n = 33
Sixteen of the base-case clocks carry a fixed hour. Four fall first US deadlines are the Federal Reserve and OCC no-
due within 24 hours of detection, and all four are in the Gulf: tices at hour 40, 36 hours after the determination we as-
the CBB phone call at hour 1 and its Section A report at sumed at hour 4.135.136 Angother 10 base-case clocks say
hour 2, then the CBUAE first notice at hour 4 and its sum- "immediately", "as soon as possible", "without undue de-

mary at hour 24.°1.94 Seven fall due within 72 hours. The
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lay" or "after resuming operations", and we did not convert
those words into hours.

By hour 40 the Bahrain bank has phoned the CBB, filed a
written report and called Bahrain's national cyber hotline,
as a July 2025 CBB letter now directs.226 The UAE bank
has filed twice. The Saudi bank has notified the Saudi
Central Bank (SAMA) "immediately" under two separate
frameworks.227:228 The data protection clocks run from hour
30, and the Saudi Data and Al Authority (SDAIA) and
Bahrain's data protection authority are due at hour
102.229.230 Qur reading is that a group that starts drafting its
first notices in New York after detection will miss the
Bahrain and UAE deadlines.

The scenario lists 33 clocks. Two are CIRCIA duties not yet
in force, and five apply only under a stated condition, such
as paying the ransom. Of the 26 that remain, 22 start within
the first 30 hours, at 13 authorities in four countries. That
count is a product of our choices. It includes clocks with no
fixed hour, counts SAMA's two frameworks separately and
leaves out entities the group does not have. A group with a
London or DIFC entity would add duties to the UK data pro-
tection regulator, the DFSA and the DIFC Commissioner,
and from March 18, 2027 to the Financial Conduct
Authority, all coded in our data. The order of the deadlines
depends less on these choices than the count does,
because the Gulf central bank clocks are the shortest in
the texts.

Seven kinds of event
start the clocks

We coded the start event of all 96 duties. Awareness or be-
lief starts 34, detection, identification or discovery 18, a de-
termination or classification 12 and occurrence 10. The rest
start at recovery, an earlier report or a ransom payment, or
do not say. Of the nine that do not say, five are in the sce-
nario: the CBUAE's four-hour, 24-hour and 72-hour no-
tices, its notice of a significant personal data breach, and
SAMA's five-day detailed report. 94231228 For those we
chose a start ourselves.

The Seam Report 2026
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Figure 23 Notification clocks start on 7 different kinds of

event, and 9 of 96 duties do not say when the clock starts

Bus MNGce

awareness or belief

detection, identification or discovery
determination or classification
occurrence of the event

payment made

earlier report filed

recovery or resolution

not stated in the text

EU benchmark

UKbenchmark

Each row is one duty (initial notices, follow-up reports and individual notices counted separately). Trigger coding is ours; see

trigger_type and trigger in clocks.csv.

Source: Bendings coding of 96 notification duties in regulator texts retrieved 2026-09-28. n = 96

The families split by region. Seven of the 20 US duties start
on a determination, which the organization makes and
records. Ten of the 66 GCC duties start at occurrence,
alone or as an alternative to detection, among them the
CBB's one-hour, two-hour and ten-day reports and the
CBO's reports by severity.91:232.217 None of the 20 US du-
ties does.

90f96

notification duties in US, GCC, EU and UK texts do not say what
event starts the clock.

Bendings coding of regulator texts retrieved September 28, 2026

Where a text offers occurrence or detection, as the CBB's
one-hour call does, we read the later of the two as govern-
ing. Some duties run from occurrence alone, among them
the CBB's ten-day Section B report and the CBQO's 12, 24
and 48-hour reports by severity. 232217 Qur reading is that an
intrusion found a week after it began starts those clocks
with most of the time gone. Seven of the ten days on the
Section B report would already have run. Regulators
could settle this by saying in guidance that such clocks
run from detection when the occurrence could not have
been detected.

An affiliate's incident can
start the New York clock

The NYDFS rule reaches across the seam on its own
terms. Its definition of a cybersecurity incident includes an
event that "impacts the covered entity and requires the cov-
ered entity to notify any government body".204

TN\

In no event later than 72 hours after
determining that a cybersecurity incident
has occurred at the covered entity, its
affiliates, or a third-party service provider.

23 NYCRR 500.17(a)(1) 294

So the Gulf row and the New York row are linked. Whether a
Saudi or Bahraini affiliate's notice to its own central bank
"impacts the covered entity" in New York is a judgment the
text leaves open. We read it as a reason to treat any Gulf
notice as a prompt for a New York decision, recorded with
its time. Paying the ransom adds two more New York
clocks, a notice within 24 hours and a written justification
within 30 days.2%* FinCEN expects banks to consider a
suspicious activity report for ransom payments, on a 30-
day clock from initial detection. 233234
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The rules moved in 2025 and 2026

Several of these duties are new since 2025, and one more
is pending.

= SEC Regulation S-P. Brokers, dealers and advisers
must notify affected individuals within 30 days of
becoming aware of unauthorized access to customer
information, in force for all firms since June 3,
2026.2%%238 |n g notice effective June 17, 2025, the SEC
withdrew its separate proposals for broker-dealer and
adviser cyber incident reporting. 237

= ADGM. The FSRA's 24-hour cyber incident notice has
applied since January 31, 2026.224:238

= Bahrain and California. The CBB directed banks in July
2025 to report suspicious cyber activity directly to the
national cyber center.226 California now sets 30 calendar
days for consumer breach notices.23°

One clock has not started. The Cyber Incident Reporting for
Critical Infrastructure Act of 2022 sets 72 hours from rea-
sonable belief and 24 hours from a ransom payment, but
only once a final rule takes effect.2#0 The 2026 Unified
Agenda lists that rule for September 2026, a year after the
statutory deadline, and the Federal Register showed none
through September 25, 2026.241,242,243 The scenario draws
both CIRCIA clocks hollow.

Where the data disagrees

Data protection is where jurisdictions look most alike. Saudi
Arabia, Bahrain, Oman, the ADGM and the Qatar Financial
Centre all set 72 hours, the same as the
GDPR.229,230,244,245,246,247 Qatar's onshore 72 hours comes
from official guidance, not the statute.?*8 The UAE federal
law is the gap. It leaves the period to executive regulations
we could not find on official portals, and it excludes banking
and credit data that other legislation protects.2“® Here the
seam is narrower than the thesis would predict.

The Seam Report 2026
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Figure 24 Gulf data protection laws converge on 72
hours, but the UAE federal law has no period in force

Clock

Authority (hours) Clock as written Starts on

Kuwait (CITRA, licensees 24 within a period not exceeding 24 hours after knowledge knowledge

only)

Saudi Arabia (SDAIA) 72 within a period not exceeding 72 hours of becoming aware; missing information 'as awareness
soon as possible' with justification for the delay

Bahrain (PDP Authority) 72 within a period not exceeding (72) hours from the date of its discovery discovery

Qatar (PDPPL guideline) 72 without delay and within 72 hours of becoming aware (guideline); the law itself sets awareness
no time limit

Oman (MTCIT) 72 within (72) seventy-two hours after becoming aware awareness

ADGM (Commissioner) 72 without undue delay and, where feasible, not later than 72 hours; reasons for delay if ~ awareness
later; information may be phased

QFC (Data Protection 72 without undue delay and, where feasible, not later than 72 hours after having become awareness

Office) aware

EU GDPR (benchmark) 72 without undue delay and, where feasible, not later than 72 hours after becoming awareness
aware

UK GDPR (benchmark) 72 without undue delay and, where feasible, not later than 72 hours after becoming awareness
aware

DIFC (Commissioner)

UAE federal PDPL (Data

Office) issued/located)

Texas Attorney General 720 as soon as practicably possible and no later than 30 days after discovery, if 250 or

more Texans are affected

as soon as practicable in the circumstances; information may be provided in phases

breach (start not
stated)

'at the time it becomes aware', within the period set by the Executive Regulations (not awareness

discovery

Qatar's 72 hours comes from official guidance, not the statute. Kuwait's CITRA regulation binds CITRA-licensed service
providers, not banks. The UAE federal PDPL leaves the period to executive regulations that were not located, and excludes
banking and credit data governed by other legislation (Art. 2(2)(f)). DIFC requires notice 'as soon as practicable'. US states set

days, not hours; Texas is one example.

Source: Data protection laws, regulations and official guidance retrieved 2026-09-28. Bendings analysis. n = 12

The scenario also flatters our argument in ways a reader
should discount. It ignores time zones, weekends that differ
across the six states, and public holidays, except in the
SEC's business-day count. It assumes regulators neither
extend nor waive a deadline, and supervisors can do both.
Several Gulf clocks sit in frameworks that say "should"
rather than "must", such as the SAMA Cyber Security
Framework, and we recorded the wording rather than
guess how strictly it is enforced.??” Commentary cites
SAMA deadlines of 2, 6, 24 or 72 hours. We could not trace
any of them to an official text, so they are left out.

Finally, a short clock is not the same as a hard one. The
CBB's one-hour call asks for a phone call, not a finished
analysis. The 36-hour US notice asks for notice "as soon as
possible", which may mean earlier than hour 40 in practice.
Our figures compare the latest compliant time, which is
what the texts fix, not what supervisors expect to see.

Whatto do

= General counsel: build a clock map for each legal entity:
every duty, authority, start event as written, deadline and
source text, reviewed each quarter.
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= CISO: name one notification owner for the group, with a
deputy in each Gulf jurisdiction, who holds the clock
map during an incident and signs off each notice.

= Chiefrisk officer: agree in writing, before any incident,
which internal events count as detection, awareness
and determination for each entity, and who may declare
each.

= Head of incident response: keep pre-drafted first
notices for every clock due within 24 hours, so the hour 1
and hour 2 notices in Bahrain are filled in, not written.

= Board risk committee: require a yearly exercise that
runs the first 72 hours of one incident across every
jurisdiction, and report which deadlines were missed.

= CBB and CBO: say in guidance that a clock written to
run from occurrence runs from detection when the
occurrence could not have been detected.
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Banks guard mail but
rarely say where to report

We measured two seams that anyone can see from
outside at 159 US and Gulf regulators and banks. The
email seam is mostly closed. The reporting seam, where
an outsider with a flaw to report looks for the right person,
is mostly unmarked.

The email seam is mostly closed at the exact domain

Few banks say where to report a flaw

The wall that stops scanners also stops finders

Saudi Arabia and Oman stand out on DNS and mail transport
How we measured, and what it cannot show

Where the data disagrees
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Between 17:02 and 17:14 UTC on September 28, 2026, we sent DNS queries and
at most three web requests to each of 159 financial institutions: 12 US authorities,
50 large US banks, 18 Gulf authorities and 79 Gulf banks. In those twelve minutes,
147 of them told the world's mail servers to quarantine or reject mail that falsely
claims to come from their domain. Seven served a security.txt file telling a stranger
where to report a flaw. Three of those files were valid.

Everything in this chapter is our analysis of public DNS

records and public web responses, which anyone can The email seam s mOStIy
check in minutes without access or permission. We report Closed at the exact domain

groups only and never name an institution.
DMARC lets a domain owner tell receivers what to do with

Two outside seams mail that fails authentication: nothing (p=none), put it aside
The email seam is where a receiving mail server decides whether (p=quarantine) or refuse it (p=reject).25° We count an insti-
a message that claims your domain really came from you. The re- tution as enforcing when its policy is quarantine or reject
orting seam is where someone outside, who has found a flaw in . .
. g . and applies to all mail. By that test, 147 of 159 enforce, or
your systems, decides whether and how to tell you.
92 percent.
Figure 25 147 of 159 measured regulators and banks tell
mail receivers to quarantine or reject mail that fails DMARC
W p=reject M p=quarantine Quarantine or reject applied to under 100% (pct<100)

p=none (monitoronly) M No valid DMARC record

US authorities (n=12)

GCC authorities (n=18)

US banks (n=50)

GCC banks (n=79)

Each bar is one group. The dark segments are the institutions a receiver is told to protect in full.

DMARC record at _dmarc.<primary domain>, with fallback to the organizational domain. Counts: US authorities: reject 12,
quarantine 0, partial 0, none 0, missing 0; GCC authorities: reject 10, quarantine 5, partial 1, none 2, missing 0; US banks: reject
44, quarantine 3, partial 0, none 2, missing 1; GCC banks: reject 61, quarantine 12, partial 3, none 2, missing 1. Measures the
primary domain only; lookalike domains, subsidiaries and other sending domains are not covered.

Source: Bendings measurement of DNS (Cloudflare and Google validating DNS-over-HTTPS resolvers) and at most three HTTPS GET re-
quests per institution, 2026-09-28T17:02:38Z to 2026-09-28T17:14:13Z UTC. Targets: FFIEC NIC large holding companies (2026-06-30),
FSOC member agencies, NYDFS, FINRA, CISA, and GCC central bank registers. Bendings analysis. n = 159

All 12 US authorities publish p=reject. Forty-seven of the 50

US banks enforce, 44 of them at reject. Seventy-three of 6 7 Of 79

the 79 Gulf banks enforce, 61 at reject. Gulf authorities trail

at 15 of 18. Of the 12 that do not enforce, four apply the poli- Gulf banks end their SPF record in the strict "-all", telling receivers
cy to only part of their mail, six are at p=none and two have to fail mail from unlisted servers. Among the 50 large US banks,
no valid record. All 159 publish an SPF record, the list of AT

servers allowed to send for the domain. 251 Bendings measurement, September 28, 2026
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On the SPF record's final instruction, Gulf banks are stricter
than large US banks, 67 of 79 against 27 of 50 ending in "-
all". The rest of both groups end in the softer "~all", apart
from one Gulf bank with no "all" term. Strictness has a cost.
Three of the 79 Gulf bank records need more than the 10
DNS lookups RFC 7208 allows, which breaks their evalua-
tion, and four more sit exactly at the limit. No US bank
record went over 10, but 23 of the 50 use macros we cannot
expand, so those counts are lower bounds.

An enforced DMARC policy covers mail that uses the insti-
tution's exact domain in the From line. It does nothing
about a lookalike domain, a subsidiary or brand domain
with a weaker record, a supplier that sends invoices for the
bank, or a display name that reads like the bank over an un-
related address. A phishing path that starts on a lookalike
domain and runs through an employee to a credential and
on into the network, H/1/ N, never touches the domain we
measured. Chapter 4 follows those paths.

Few banks say
where to report a flaw

A customer or a researcher who finds a flaw at a bank
needs an address to report it. RFC 9116 gives one fixed
place to look, a small text file at a standard address on the
website that names a contact and an expiry date.252 It costs
nothing to publish. We asked each institution's main web
host for it.

81

TN\ —

When security vulnerabilities

are discovered by researchers,
proper reporting channels

are often lacking. As a result,
vulnerabilities may be left unreported.

RFC 91186, the security.txt standard252
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Figure 26 None of 79 GCC banks and 5 of 50 large US
banks published a security.txt file on their main website

8%security.txt found

US authorities (n=12) 8%Valid under RFC 9116 (Contact, Expires in RFC 3339 format and not expired, served over HTTPS)

0,
GCC authorities (n=18) e

US banks (n=50) 10%

GCC banks (n=79)

A file counts only if it is a text file with at least one RFC 9116 field. It counts as valid only with a contact, a single expiry date in the
required format that has not passed, and delivery over HTTPS.

One GET to https://<web host>/.well-known/security.txt, one redirect followed when the request budget allowed. HTML pages,
soft 404s and block pages do not count as a file. Found / valid: US authorities 1/12 / 1/12; GCC authorities 1/18 / 0/18; US banks
5/50/2/50; GCC banks 0/79 / 0/79. Bot protection, TLS errors or timeouts prevented a clean read for US authorities 1; GCC
authorities 5; US banks 11; GCC banks 18. Institutions may publish a disclosure policy elsewhere; this tests only the RFC 9116
location on the main web host.

Source: Bendings measurement of DNS (Cloudflare and Google validating DNS-over-HTTPS resolvers) and at most three HTTPS GET re-
quests per institution, 2026-09-28T17:02:38Z to 2026-09-28T17:14:13Z UTC. Targets: FFIEC NIC large holding companies (2026-06-30),

FSOC member agencies, NYDFS, FINRA, CISA, and GCC central bank registers. Bendings analysis. n = 159

None of the 79 Gulf banks served a file. For 18 of them bot
protection, a TLS error or a timeout stopped a clean read,
so the rate among the 61 we could read is still zero. Five of
50 large US banks served one, and two of the five were
valid. One had expired, one had no expiry date and one
gave a date without a time. One of 12 US authorities served
avalid file. One of 18 Gulf authorities served a file, and it
had no expiry date.

At 16 of the 79 Gulf banks, the request for the file returned
an ordinary web page instead. A person sees something
that looks like an answer; a program gets nothing it

can use.

0of 61

Gulf banks whose websites we could read served a security.txt file.
Five of 50 large US banks did, and two of those files were valid.

Bendings measurement, September 28, 2026

The US authority numbers need context. CISA's Binding
Operational Directive 20-01, issued September 2, 2020, re-
quires federal civilian agencies to publish a vulnerability
disclosure policy at a fixed path on their websites and to list
a security contact in the .gov registry. It says of security.txt
that "use is not required under the directive".253 All 11 US
authority .gov domains in our list carry a security contact in

CISA's registry data.25* We did not request the disclosure
policy pages, so we cannot say how many publish one.

The directive also names the finder's fear. Its guidance
notes that the federal government has a reputation in the
security community for being "defensive or litigious", and
the directive requires agencies to commit not to pursue le-
gal action against good faith research. 252 We found no Gulf
registry field of this kind to check.

The wall that stops
scanners also stops finders

Our requests named their sender and gave a contact ad-
dress. Bot protection turned them away anyway. The home
page request met a block page or HTTP 403 at 8 of 50 US
banks and 8 of 79 Gulf banks. The security.txt request was
blocked at 7 of 50 US banks and 15 of 79 Gulf banks, 22 of
129 banks in all.

We did not retry as a browser. All requests came from one
network location in the United States. If any of these sites
filter by the requester's country, part of the gap between the
regions reflects where we stood. Our judgment is that many
tools researchers use to check for a disclosure file look to a
bot filter much like ours. A control built to keep automated
traffic out also keeps out the automated check for how to re-
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port a flaw. The two decisions usually belong to different
teams, which is what makes it a seam.

Saudi Arabia and Oman stand
out on DNS and mail transport

The figure sets Gulf banks by country beside large US
banks on every record we checked. Between 86 and 100
percent of banks in each Gulf state enforce DMARC,
against 94 percent of US banks.
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Figure 27 Gulf banks match large US banks on DMARC enforcement

and use strict SPF more often, but none publish security.txt

DMARC DNSSEC  MTA-STSin
quarantine  SPFendsin  signed and enforce
orreject at -all validated mode

UAE (n=24) 92% 88% 17%

Qatar (n=9) 89%
Kuwait (n=10) 100%

Bahrain (n=12) % 83% 25%

US banks (n=50) 94% 22%

Oman (n=10) 90%

TLS-RPT security.txt
record CAA record found HSTS header
7% 79%
4% 8% 92%

11%

80%

83%

2% 28% 10% 76%

Denominators are small. Read the Qatar, Kuwait, Oman and Bahrain rows as counts of 9 to 12 banks, not as rates.

Each cell is the share of banks in the column group. Small denominators: Qatar 9, Kuwait 10, Oman 10, Bahrain 12. HSTS here
uses all institutions as the denominator, including hosts that blocked or failed; figure posture-hsts uses reachable hosts only.
GCC bank lists: locally incorporated banks on each central bank register (Bahrain: retail licences only).

Source: Bendings measurement of DNS (Cloudflare and Google validating DNS-over-HTTPS resolvers) and at most three HTTPS GET re-
quests per institution, 2026-09-28T17:02:38Z to 2026-09-28T17:14:13Z UTC. Targets: FFIEC NIC large holding companies (2026-06-30),
FSOC member agencies, NYDFS, FINRA, CISA, and GCC central bank registers. Bendings analysis. n = 129

DNSSEC signs a domain's DNS answers so that a resolver
can detect a forged one. We count a domain as validated
when its parent zone holds a DS record and two public vali-
dating resolvers mark the answer authenticated. Nine of 14
Saudi banks validate. Elsewhere in the Gulf, 8 of 65 banks
do, three of 12 in Bahrain, four of 24 in the UAE, one of 10 in
Kuwait and none in Qatar or Oman. Only 2 of 18 Gulf au-
thorities validate. In the United States, 9 of 12 authorities
validate, against 11 of 50 banks. Eleven more domains sign
their zones but never published a DS record at the parent,
which leaves the signatures unused.

MTA-STS lets a domain tell sending servers to deliver mail
only over authenticated TLS.2%® Five of 159 institutions
publish a policy in enforce mode, all in Oman, four banks
and one authority. None of the 69 Gulf banks outside Oman
publishes one, and none of the 62 US authorities and
banks does. The figure also shows HSTS, which most
banks in both regions send.
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How we measured, and
what it cannot show

The lists come from public registers. US banks are the top
50 holding companies by assets on the FFIEC National
Information Center list as of June 30, 2026, with one substi-
tution for a completed merger.256 US authorities are the
nine federal agencies at the July 15, 2026 meeting of the
Financial Stability Oversight Council plus NYDFS, FINRA
and CISA.257 Gulf banks are the locally incorporated banks
on each central bank's register; Gulf authorities are each
state's central bank, markets regulators and national cyber-
security authority, 258:259,260,261,262,263 For jnstitutions
whose domains we could not confirm are left out. The US
list holds only the largest banks and the Gulf list holds every
local bank, large and small, so bank comparisons between
the regions are not like for like.

Each institution is one web domain and, for nine of them,
one separate published mail domain. The results are a sin-
gle point in time. DMARC is an instruction; its effect de-
pends on receivers that apply it. We did not test DKIM,
which cannot be discovered passively.

Where the data disagrees

This report argues that intrusions cross seams that organi-
zations leave unexamined. The email seam at the exact do-
main is not one of them. Ninety-two percent of these institu-
tions enforce DMARC, and Gulf banks match large US
banks on enforcement and beat them on strict SPF.

The reporting seam result is weaker than it looks. securi-
ty.txt is one channel among several. A bank may run a bug
bounty, publish a disclosure page elsewhere or answer re-
ports sent to a general security address, and we tested only
the standard location on one host. Absence means "not at
the standard place". It does not mean "unreachable". Our
US agency figures would have told the wrong story without
the .gov registry. We did not check the reporting pages of
the Gulf national CERTSs, and the Gulf may have channels
we have no public way to see.

Finally, the measurement cannot link posture to harm. We
have no evidence that institutions without a security.txt file
received fewer reports or suffered more incidents. The
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claim is narrower. The path from finder to defender is un-
marked at the one place built to mark it.

Whatto do

= CISOs of Gulf and US banks: publish a valid security.txt
file on the main web host this quarter, with a monitored
contact, an expiry date in RFC 3339 format and a link to
a disclosure policy, and put its renewal on the same
calendar as your certificates.

= Heads of web and bot defense: exempt /.well-
known/security. txt and your disclosure policy
page from bot challenges, and test from a plain HTTP
client that both return the file.

= Heads of email security: list every domain that sends
mail as the institution, including subsidiaries, brands and
suppliers, bring each to p=reject, and check that no SPF
record exceeds 10 lookups.

= Heads of infrastructure: sign the primary domain with
DNSSEC and publish the DS record at the parent, and
add MTA-STS and TLS reporting for inbound mail.

= Gulf regulators and national cybersecurity authorities:
set an expectation, as BOD 20-01 did for US federal
agencies, that supervised banks publish a disclosure
policy and a contact. Agree with the public prosecutor or
national cyber authority in each state what protection a
good faith reporter has, because a bank's own promise
does not bind the state.



Test the crossings,
not only the systems

Keep a register of seams, measure how many have ever
been crossed in a test, design scenarios around bends,
and arrange the authority to cross them before anyone
needs it.

Keep a seam register

Five measures a board can ask for

Design each scenario around a bend

Arrange the authority before it is needed

Regulators can require the crossings their rules leave out

Where this method is weak
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Most testing programs are planned from an asset inventory. List the applications,
networks, buildings and people, then schedule a test for each. An inventory lists
systems. It has no rows for the crossings between them, so tests planned from it

never cross one.

Chapter 2 found that tests cover the steps of documented
intrusions but miss the joins, and that most paths which left
ared team's scope ran through another organization's sys-
tems or people. We propose seam-led testing, which plans
from the bends an adversary would need and asks which of
them the organization has ever seen crossed end to end.

700f78

documented intrusion paths had every known step on the victim's
own systems in a domain some single-domain test covers. A
typical red team scope could follow only 33 of the 78 from first step
to last.

Bendings incident corpus, 2013 to September 2026, chapter 2

Field What goes in it

Keep a seam register

A seam register is a short list, one row per crossing, kept
beside the risk register and owned by the same person. It
need not be complete on the first day. Twenty rows that are
true are worth more than two hundred that are guessed.
Appendix C has a blank register and starter rows drawn
from bends that recur in the corpus.

Crossing
network.

Public example

Owner on each side
Control at the crossing
Who would see it

What stops on the far
side

Last crossed in a test
Authority needed

Jurisdiction on each
side

Five measures a board can ask for

Boards usually see the number of findings, the share
closed and the time to close them. Those numbers say
nothing about the crossings between the systems tested.
Five measures do.

1 Seam coverage. The share of registered crossings
exercised end to end in the last twelve months, shown

From and to, in bend notation. H / | is the service desk resetting a credential; Is | N is a supplier's account reaching your

A documented case in which an adversary made this crossing, so the row is argued from evidence and not imagination.
A named person, not a team, for each side of the seam.

What should stop the crossing, and who operates it.

The log that records the crossing, where that log lives, and the team that reads it.

The operations that halt if the near side is lost, including those you would halt yourselves as a precaution.

Date and reference of the last test that crossed it end to end, or "never".
Whose permission a test of this crossing requires: a supplier, a landlord, a second regulator, a second country.

The country and regulator on each side, where they differ. Bend notation does not mark this change.

beside the number of rows in the register.

2 Ownerless seams. The number of registered crossings
without a named owner on both sides. The target is
zero, and zero is reachable.

3 Crossing detection. In tests, the share of crossings that
monitoring saw within a time agreed in advance,
reported per crossing and not as an average.

4  Supplier crossings tested. The number of crossings
into or out of a supplier that were tested with the
supplier taking part.
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5 Longest path tested. The most bends exercised in a
single scenario in the last twelve months, reported with
the crossings it included. A program whose longest
tested path has one bend has not tested how its
controls hold together.

All five come from test reports and the register, with no new
tooling. Each can be gamed. A short register makes cover-
age look high, and one that leaves out hard crossings has
no ownerless seams. So the register needs a floor. It should
include every starter row in Appendix C that applies, plus a
row for every supplier whose people or credentials reach
the organization's systems. Show the board the row count
beside the coverage share and the crossings beside the
longest path, so it can judge whether they were the ones
that matter. We publish no benchmark for these measures,
because no public data could set one.

Design each scenario
around a bend

A seam-led scenario names the crossing first and the sys-
tems second. Eight scenarios cover bends found in the
public record, from the most common to a few that are rare
there. Each has a stopping point agreed before it starts.

m Service desk to administrator, H/1/ C. A caller asks the
service desk, including any outsourced desk, to reset a
privileged user's MFA. The test ends at the first
administrative action.

= Supplier access to the core, Is | N. How far a supplier's
remote-support credentials reach, with the supplier
taking part in writing.

= Appliance to identity, E/ I/ C. Assume the VPN or
firewall is compromised, and see what its service
accounts, stored credentials and management plane
reach.

= Integration token to data, Cs | C. What a token held by a
connected SaasS application can read in your tenant.

= Lobby to directory, P/ N /1. A device leftin a meeting
room or plugged into a public port, and the path from
there to a directory account.

= Approval to payment, I/ V. From an approver's account
to a payment release, stopping at the last point before
money moves.

87

= Engineering workstation to controller, N/ O. In alab or
on areplica, never on live safety systems.

= Assistant to action, A/ C. Content planted where an Al
assistant with tool access will read it, and what the
assistant can then be made to do.

One scenario, written out

A bank in the Gulf outsources its first-line service desk to a
provider in another country and runs its payment approval
workflow in a cloud tenant. The scenarioisHg| /1/C/V. A
caller persuades the provider's agent to reset an approver's
MFA, the tester signs in as the approver, reaches the work-
flow and stops before a payment is released. To run it, the
bank needs the provider's written participation, a control
group at the provider who can stop the call, confirmation
that recording the call is lawful where the agent sits, a
named person at the bank who can halt the test, and a
stopping point in the payment system agreed with its own-
er. The test result is four facts: whether the reset happened,
whether anyone at either firm saw it, how long the
approver's session lasted before someone noticed, and
whether the payment workflow's own controls would

have held.

Arrange the authority
beforeit is needed

A test can cross only the seams that every owner along the
path has authorized. That rule holds. What can change is
how early the authority is arranged.

= Write the right to test into supplier contracts, including
participation in joint scenarios and access to the
supplier's logs for the test window.

= Get letters from each owner of a physical site, not only
the tenant.

= Name the law of each jurisdiction a scenario touches in
the rules of engagement, and who checked it. Some
Gulf rules also limit where testers may sit (chapter 9).

s Record the paths that authority stopped. When a test
reaches a seam it is not authorized to cross, the tester
should stop, record the path and report it. Those
recorded paths are the first rows of the next register.
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Regulators can require the
crossings their rules leave out

Chapter 9 counts the gaps. Of 41 US and Gulf testing
regimes, 1 requires a physical intrusion test, 5 a test of peo-
ple and 9 put supplier-run systems in scope, and none of
the 50 regimes we read sets rules for Al-driven testing. Our
four proposals are each aimed at a body that can adopt
them. Only the second reaches past the regulated firm, and
it does so through the firm's own contracts.

1 SAMA and the Central Bank of Kuwait, the two Gulf
central banks with a fixed red team cycle: in the next
revisions of FEER and CORF, require one scenario per
cycle that crosses at least two seams in one path,
recorded in bend notation. Until then, a bank can
propose one, subject in Saudi Arabia to the approval of
SAMA's green team,132:93

2 US and Gulf regulators, through outsourcing and
cloud rules: require contracts with shared providers to
include taking part in a pooled test led by their regulated
customers, with at least one scenario on the provider's
own systems, as DORA does.?%% A central bank can
then coordinate the pool without supervising the
provider.

3 Home and host supervisors of the same banking
group: agree bilaterally that one threat-led test of a
shared platform counts in both states, once tester
location and accreditation rules are reconciled. Today
SAMA's green team approves the provider, Saudi
Arabia's critical systems controls bar remote access
from outside the Kingdom, and the Qatar Central Bank
requires an external provider "with regional offices", so
no single test team can satisfy every state.132:130,201

4 Regulators that set testing rules: set minimum controls
for Al systems that test, along the lines of the profile in
chapter 8.

Where this method is weak

A register of crossings is only as good as the people who
write it, which is why every row should cite a public case.
Some seams cannot be tested without a partner who will
not agree, and some should never be tested on live sys-
tems, such as safety controllers. For those, the honest en-
try is "never crossed, and why", with a tabletop exercise in
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place of a test. Seam-led testing is itself untested, built from
the crossings in the corpus with no public evidence that it
finds more than a conventional red team of the same cost.
Each organization will learn from its own test reports
whether it does, and the five measures would show the dif-
ference. It also costs more per scenario than a single-do-
main test, because it needs more permissions and more
people. It does not replace penetration testing. It decides
where the next one should start.

What todo

= CISO: start a seam register this quarter at the floor set
out above, and name an owner on both sides of each
row.

= Head of offensive security: redesign next year's red
team around two registered crossings that have never
been tested, including one owner seam.

= Procurement and supplier risk: add test participation
and log access to the renewal terms of every supplier
whose people or credentials reach your systems.

= Board risk committee: ask for the five measures twice a
year, with the register's row count beside them, starting
with ownerless seams.

= SAMA and the CBK: invite one seam-crossing scenario
in the next FEER or CORF test while the frameworks are
revised.
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How Bendings works at the seams

The one place in this report where we describe ourselves and what we sell. Everything here is a

standing commitment, not a claim about results.

Bendings has worked for governments, banks and asset
managers in the United States and the GCC states since
2013, by referral. We run reconnaissance, red team, pene-
tration testing, physical and social-engineering testing, blue
team support and incident response, and we test opera-
tional technology, embedded devices and radio interfaces
in our own hardware lab as well as on site. That is the
testing this report finds missing, so we have an interest in
its proposals.

A rule about paths
we may not follow

Systems, sites and people outside an engagement's scope
are never tested, even when a path to them opens during
the work. We record the path and report it, as our published
method states. Each recorded path is a crossing the

client now knows exists and can decide to authorize, fix

or accept.

Bendings Frame

Frame is the operating system our team works in. It brings
logs, alerts, network and device data from many sources
into one live picture as they arrive, with cameras, access
control and sensors in the same picture as the networks. It
runs inside a client's network, in-country, fully air-gapped or
hosted by us. Only Bendings operators work in it. Clients
see what it finds.

Bendings Gauge

Gauge is our own Al model for continuous red and blue
team work. It runs on Frame, inside limits each client ap-

proves. We publish five commitments for it:

1 Scope it cannot leave. Gauge itself refuses any target
outside the signed scope, whatever it finds along the
way.

2 Operators approve risky steps. Exploitation, lateral
movement and other risky actions wait for a Bendings
operator to approve them.

3 You can stop it at any time. A named person on the
client's side can halt Gauge immediately.

4 ltruns where your data lives. Inside the client's
network, in the client's country or fully air-gapped.
Client data stays there and is never used to train the
model.

5 Every action onrecord. Gauge logs each action it
takes, and the complete log is handed to the client.

Chapter 8 proposes ten controls for any Al system used in
testing. Our five commitments correspond, at most partly,
to controls 1, 3, 4, 7 and 8. Control 1 asks for scope en-
forced outside the model, where ours says Gauge itself re-
fuses. Control 4 asks for a stop that works without going
through the provider, and control 7 for a log the agent can-
not touch. Our commitments say neither. We publish noth-
ing on controls 2, 5, 6, 9 and 10. They are egress denied by
default, a monitor independent of the agent, stopping when
a task cannot be done in scope, disclosure of the models
and outside Al services used, and human sign-off with in-
dependent evidence. Ask us about all ten, as chapter 8 tells
buyers to ask every provider.

We publish no benchmark claims for Gauge until we have
results others can reproduce. Engagements begin with a
conversation and a signed scope, never with a test, and
client names stay private. To discuss anything in this re-
port, start at bendings.com/engage.
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The Seam Report 2026

Method and limitations

How each dataset was built, what it can and cannot show, and where to find the data and code.

Every number in this report is either computed by Bendings
from public data or quoted from a named source. None
comes from client work. The snapshot date for all data is
September 28, 2026, and every source in the notes records
the date we read it. Chapters 5 and 8 also describe events
reported in October 2026, read from the primary sources in
the notes. None of them is counted in any dataset. Where a
source was a company describing its own product or inci-
dent, the notes say so. We did not use documents marked
for restricted distribution, even where copies circulate pub-
licly without the issuer's consent. The case files, derived
data, figure specifications, scripts and sources are pub-
lished at bendings.com/research, and the report is built
from them by a script. Raw measurements that would
name institutions or ransomware victims are held back; the
scripts show how to collect them again.

The incident corpus

What it is. 78 intrusions with first access or disclosure be-
tween January 1, 2013 and September 28, 2026, each cod-
ed as an ordered path of steps. Each step records a do-
main, an owner, a one-sentence action and the sources
that support it. Cases also record sector, region, actor type,
objective, who discovered the intrusion, dwell time where
both dates are published, and where harm landed.

Inclusion. A case needed a detailed account, from a prima-
ry source where one exists (a government advisory or in-
dictment, a court filing, a regulator's decision, the victim's
own disclosure or the responder's report), and enough de-
tail to code at least two steps. Outages without an adver-
sary and denial-of-service-only events were excluded, as
were incidents in which Al systems under evaluation
reached real organizations without anyone directing them
there. Government and technology victims make up 15
cases each and finance 13, and a Gulf slice holds 15 cases.
We chose the candidates and we also hold the thesis. The

research notes list the candidates considered and not cod-
ed, with the reason for each.

Coding conventions. Appendix B gives the rules. Two mat-
ter for the headline measures. Where the sources show that
an intrusion began at a supplier or customer without saying
how, the first step is recorded as undisclosed but owned by
that party, so the seam stays visible. Nine paths begin this
way. Some cases are campaigns against many victims,
such as SolarWinds and the Exchange server intrusions of
2021, and are coded as the path a typical documented vic-
tim experienced.

Reliability. A second analyst coded 16 cases drawn at ran-
dom (seed 20260928) from the 70 rated high or medium
confidence, from the sources and without seeing the first
coding. On whether the path passed through another own-
er, and whether it left a typical red team scope, the two
agreed in 16 of 16. They agreed on the entry domain in 15
of 16 and on the exact sequence of domains in 8 of 16.
Across 144 decisions on which domains each path
touched, Cohen's kappa was 0.88, a figure lifted by the
many easy agreements that rare domains were absent. The
second analyst's notes on at least three well-known cases
record steps first coded from memory and then dropped
because no source supported them, so on famous cases
the second coding is not fully independent. No low-confi-
dence case was recoded.

What the corpus
measures can bear

Bend counts follow from the coding. A case needs at least
two steps, a new step starts only when a different control
had to fail, and consecutive steps with the same domain
and owner are merged. Almost every step boundary is
therefore a bend. The number of bends in a path measures
how many separate control failures the sources document.
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Itis not independent evidence that intrusions bend. Better-
documented cases show more, a mean of 2.48 crossings
for the 31 high-confidence cases, 2.18 for the 39 medium
and 1.0 for the 8 low. The report rests its argument on
where bends fall and whose systems they cross.

Test coverage. A path counts as walkable by a test type
only if every known step falls in the test's domains and no
step is owned by anyone other than the victim. The do-
mains we credit are these. External test, edge and identity;
internal test, internal IT and identity; cloud review, cloud

Measure, 78 paths unless stated
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and identity; phishing exercise, human and identity; physi-
cal test, physical; OT assessment, OT; typical threat-led
red team, human, identity, edge, internal IT, cloud and value
transfer. An undisclosed first step does not count against a
test. The steps are well covered. In 70 of 78 paths every
known step on the victim's own systems falls in a domain
some single-domain test covers, and in 69 inside a

typical red team scope. The joins are not. The table

shows how far the whole-path counts move under other
reasonable definitions.

Paths

Walkable by one single-domain test, as defined above

Same, with undisclosed steps counted against the test

Same, crediting phishing and external tests with an internal foothold
Of the 9, walkable only because the first step is undisclosed
Walkable by a typical red team scope

Left that scope

Left it through another owner's systems or people

High and medium confidence only (70): through another owner

High and medium confidence only (70): left red team scope

High and medium confidence only (70): walkable by one single-domain test

A path can leave the red team scope for more than one rea-
son. Of the 45, 38 pass through another owner, 6 reach OT,
4 need a physical step and 1 an Al system.

A scale for noise. The corpus is a purposive sample of well-
documented cases. It favors large victims, US disclosure
rules and the cases responders chose to publish, and Gulf
cases rest more often on press and foreign responders. Its
counts do not estimate rates for all intrusions. To show how
much a count could move by chance, the data files give 95
percent Wilson intervals for the main shares. Passing
through another owner, 38 of 78, runs from 38 to 60 per-
cent. Leaving a typical red team scope, 45 of 78, runs from
47 to 68 percent. Walkable by one single-domain test, 9 of
78, runs from 6 to 21 percent. Identity in the path, 53 of 78,
runs from 57 to 77 percent. With 78 cases, one case moves
a share by about 1.3 points. We treat any comparison
whose intervals overlap widely, such as between eras or re-
gions, as descriptive.

28

33
45
38
36

43

The CISA Known Exploited
Vulnerabilities catalog

Catalog version 2026.09.27, 1,728 entries. The 287 entries
of the launch day, November 3, 2021, are excluded from
trends; "since 2022" means the 1,417 entries added from
January 1, 2022 to September 27, 2026. Publication dates
and severity scores come from the NVD CVE API. Each of
726 vendor and product pairs is mapped by hand-written
rules to one of 19 categories and two flags, internet-facing
by design and sold as a security control; 89 debatable pairs
are marked and a sensitivity range is reported. The catalog
lists only flaws with reliable evidence of exploitation, a CVE
and a clear remediation, not all exploitation.

Year-on-year shares are headlined for recently published
flaws, those published in the year of listing or the year be-
fore. In January to September 2022, 377 of 521 additions
(72 percent) were flaws published two or more years earlier,
as CISA loaded its backlog, which distorts every 2022
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share. Days from publication to listing measure how a flaw
was disclosed as much as how fast attackers moved. A
flaw disclosed because it is already being exploited is listed
within days. EPSS scores for the day before each listing
come from FIRST's API for the 843 additions from March 7,
2023. Additions published on the day of listing or later have
no such score and are left out of EPSS shares.

US securities filings

All Form 8-K and 8-K/A filings with ltem 1.05 from
December 18, 2023 to September 28, 2026, found by
EDGAR full-text search and checked against the submis-
sions record of every filer, plus 8-Ks that disclosed a cyber-
security incident under ltems 8.01 or 7.01. 185 filings, 135
incidents, 130 companies. Explicit rules coded each first
disclosure, a language model coded the same variables as
a second rater, every disagreement was settled by hand,
and a random sample of 20 filings was hand-coded to
check both. The Item 1.05 set matched 45 of 46 rows of a
public law-firm tracker on filing date. Counts are of filers,
not supplier events. Seven filings concern one CDK Global
incident. Differences between sectors at this size, such as
10 of 28 financial filers against 26 of 107 others describing
a third-party route, are descriptive and within what chance
would produce.

Ransomware leak-site posts

Counts come from the RansomLook tracker, with the
archived ransomwatch dataset as a cross-check, because
the aggregator with country fields prohibits commercial use
of its data. A strict rule counts posts with a Gulf country-
code domain, flag or labeled country; a broad rule adds
Gulf country names, demonyms and major cities. The strict
rule is a lower bound. About one in five posts the broad rule
adds is a foreign firm with a Gulf office. Posts are criminal
claims, not confirmed incidents, and victims who paid are
absent. No victim is named in any derived file.

Posture measurement

159 institutions: 12 US authorities, the 50 largest holding
companies on the Federal Financial Institutions
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Examination Council's list, 18 Gulf authorities and 79 local-
ly incorporated Gulf banks from central bank registers.
Measured once, from 17:02 to 17:14 UTC on September
28, 2026, from one network location in the United States,
using validating public resolvers and at most three HTTPS
requests per institution, one primary domain each. The US
list holds the largest groups and the Gulf list every local
bank, so the regions are not like for like. Results are pub-
lished in aggregate only.

Testing regimes and
reporting clocks

50 testing regimes (12 US, 29 Gulf, 9 benchmarks) coded
on 17 dimensions from the regulators' own texts, with a
section reference for each coded cell and a short quotation
wherever the text addresses the dimension. Two Gulf
regimes have no public text. 96 notification duties (20 US,
66 Gulf, 10 benchmark) with their clock, trigger, recipient
and citation; 87 of the 96 quotations were matched auto-
matically to the saved text and the rest checked by hand.
One analyst coded both sets, and no cell was coded a
second time. Codes describe what texts say, not how
supervisors apply them. Nothing here is legal advice.

Al evidence

Chapter 8 draws on threat reports by Al developers and se-
curity firms, government evaluations, the organizations'
own incident accounts, regulator texts and CVE records.
Almost all of it is self-reported, and marked as such.

Our own computations are a count of CVE records that
name prompt injection and simple shares of totals the

FBI published.
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Bend notation, on one page

A reference card for writing any intrusion, test scenario or incident timeline as a path of domains

and owners.

Domains

Code Domain

Which control had to fail
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H Human

| Identity

E Edge

N Internal IT

(¢} Cloud and SaaS

(0] Operational

technology
P Physical
\' Value transfer

A Al systems

? Not disclosed

A person's judgment. Deception, persuasion, bribery, coercion or recruitment.

Accounts, credentials, sessions, tokens, keys, MFA, identity providers, and the processes that issue and reset
them.

Systems exposed to the internet on purpose, including DNS and registrar records.
Internal network, endpoints, servers, directory, hypervisors, backups, build systems.
Cloud control planes and storage, SaaS tenants and their integrations.

Industrial control, safety instrumented systems, building management, controllers.

Premises, hardware, removable media, radio proximity, devices in transit.
Payment and card switches, SWIFT, ATM networks, trading and settlement, wallet signing.
Models and agents with access to data, tools or code.

The sources do not say how this step happened.

Owners and separators

Mark Meaning Example
no letter The step is on the victim's own systems or people |

s Supplier: vendor, outsourcer, managed service provider, software publisher, contractor Hs

c Customer of the victim C.

p An employee's personal device or account Ip

t Any other party: carrier, registrar, platform, neighbor Nt

/ Domain bend: the next step is in a different domain I/N

| Owner seam: the next step belongs to someone else Cs|C

|/ Both at once Hg| /1

Same domain and owner, a separate control failed N.N
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Rules

Choose the domain by the control that had to fail.
Phishing that harvests a password is H /1. A malicious
attachment that runs code is H/ N. A stolen password
used ona VPN is |, not E. This rule puts every use of a
credential in identity, so identity carries more bends
than it would under a notation that folded credential use
into the next domain.

Start a new step each time a different control had to fail.
Merge repeated actions with the same domain and
owner.

Stop at the objective, the step that stole, encrypted,
moved money, sabotaged or disclosed.

Where the first step is unknown, write ? and keep the
owner if the sources give it. If they show the intrusion

Worked examples from the corpus

Case

The Seam Report 2026

began at a supplier without saying how, write ?, so the
owner seam stays on the record.

5 Record consequences separately. Where harm
reached a domain the adversary never acted in, note it
beside the path, for example "O by decision" when an
operator halted a plant as a precaution.

6 Record a change of jurisdiction beside the path, notin
it. When the next step sits in another country or under
another regulator, as with a supplier's data center
abroad or a group entity supervised by a second central
bank, write the jurisdiction on each side in the seam
register's jurisdiction column. The notation has no mark
for it, so that paths stay comparable across countries.

Bend notation records domain and owner, which MITRE
ATT&CK does not. It is meant to sit beside ATT&CK. Each
published case file also lists the ATT&CK technique for a
step where the mapping is clear, for teams that build emula-
tion plans from it.

Path

Bangladesh Bank, 2016

Uber, 2022

3CX, 2023

SEC X account, 2024

European Commission, 2026

H/N/V
Ny| /1/C
Ns|N/I/N|Nc
Hel /1/C

Ns/Is/Ns|N/C.C
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A seam register to start from

Eighteen crossings from the public record, each with a documented example, ready to be given

owners and a test date.

Copy the rows that apply, delete the rest and add your own.
Each row should name a person on both sides of the seam
before it is considered live. The second column counts how
often the crossing appears between consecutive steps in
the 78-case corpus. For a domain bend, that is every
change between those two domains, whoever owned

the steps. For an owner seam, it is every change from

that owner to the victim, in any domains. The counts
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show frequency in documented cases, not risk to any

one organization.

The last two columns are prefilled as a starting point. "Au-
thority needed to test" names whose permission a test of

the crossing requires. "Jurisdiction on each side" is where

to record a change of country or regulator, which bend nota-
tion does not mark (Appendix B, rule 6). Replace both with

your own facts.

Seenin Jurisdiction on
Crossing corpus Public example Control at the crossing Who should see it Authority needed to test each side
H/I 7 Twitter, 202038 Identity proofing at the Service desk lead and Your own, or the Yours; the
service desk before any identity team, from outsourcer's written outsourcer's if
reset or MFA change joined ticket and sign-in  participation if the deskis the desk sits
logs outsourced abroad
H/N 11 Sony Pictures, Attachments and links SOC, from mail gateway Your own, with HR and Yours
2014264 opened in isolation; and endpoint telemetry  legal sign-off for testing
application allow-listing on staff
workstations
I/N 30 Change Healthcare, Phishing-resistant MFAon  SOC, from VPN and Your own Yours
202417 every remote access path gateway sign-ins
matched to device
identity
N/I 22 Nevada state Tiered administration and Identity team and SOC,  Yourown Yours
government, 2025118 credential isolation on from directory and
servers and workstations endpoint telemetry
E/N 15 Rackspace hosted Segmentation behind SOC, from logs shipped  Your own, and the host's  Yours; the host's
Exchange, 2022265 internet-facing systems; off the appliance if the system is hosted if hosted abroad
patch windows measured in
days
1/C 15 Microsoft corporate MFA and conditional Cloud security, from Your own, within the Yours; the cloud
email, 2024266 access on every tenant, tenant sign-in and cloud provider's testing region's
including test tenants application consent logs policy
E/I 8 MITRE, 202422 No privileged directory Identity team, from Your own Yours
credentials stored on service-account sign-
appliances ins that originate on
appliances
N/V 7 Bangladesh Bank, Payment systemsisolated = Payments operations Your own; the payment Yours; the
2016267 from office IT, with and SOC, from payment operator's for anything payment
independent confirmation system and network past your side, and never network's

of instructions

logs

live payments
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Seenin Jurisdiction on
Crossing corpus Public example Control at the crossing Who should see it Authority needed to test each side
1/V 2 RAKBANK, 2013, at Separate credentials for Payments operations, The processor's written Yours; the
its card processor card and payment from the processor's participation processor's

administration, with limits administration logs
changed only under dual shared with the bank
control

Is|] /N 21 Target, 20138 Supplier accounts limited to  Supplier owner and The supplier's written Yours; the
named systems, with MFA  SOC, from supplier- participation, and its supplier's
and expiry account activity regulator's if it is licensed

Cs| /N US Treasury, 202475 Remote-support tools with  SOC, from remote- The supplier's written Yours; the
per-session approval by the support session logs participation supplier's

cs|C Salesloft Drift, 202577
o1 4 Okta, 2023268
P/N 2 APT28 "nearest

neighbor", 2024100

N/O 1 Triton, 2017110

Ie| /H

A/C 0 EchoLeak, CVE-
2025-32711, 2025, a
flaw rather than an

intrusion

Ps/Cs 0 AWS Bahrain and
UAE regions, 2026,
harm rather than an
intrusion step Lol

North Korean IT
workers, 2023%0

customer

Least-privilege scopes for
integration tokens, with
inventory and rotation

Corporate credentials
barred from personal
browser profiles and
devices

Wireless and port access
held to the same
authentication as remote
access

Engineering workstations
isolated; safety systems in
locked program mode

In-person identity checks at
hiring and device shipping
to verified addresses

Assistants that read outside
content cannot send data
out or act without approval

Backups restorable in
another region or provider,
with the destination agreed
with the regulator in
advance

Rows with a blank count have none of their own. The two
supplier rows share the 21 supplier-to-victim changes
counted onthels| /N row, and ;| /H changes domain and
owner at once, which neither count separates. Rows with a

held by the customer

SaasS owner, from
integration API activity

Identity team, from sign-

ins by unmanaged
devices

Facilities and network
team, from wireless and
switch-port logs

OT security and plant
operations, from
controller change logs

HR, security and IT,
from onboarding and
device enrollment
records

SaaS owner and SOC,
from assistant and
tenant audit logs

Cloud owner and
continuity lead, from
restore test records

Both providers'
participation, within their
testing policies

The employee's consent;
personal devices are
otherwise out of bounds

Letters from the site
owner and the tenant

The plant owner's;
replica or lab only

HR and legal sign-off,
and any staffing agency's
participation

Your own, within the Al
provider's testing terms

Not testable on live
facilities; test the restore,
with the regulator's
agreement on where
data may go

Each provider's;
yours

The employee's;
yours

The site's

The plant's

Yours; the
worker's claimed
and actual
location

Yours; the Al
provider's

The region's;
where you
restore

count of 0 do not occur in the corpus. A/ C is a published
flaw, and P/ Cs records harm that reached a supplier's
cloud through its buildings. Their examples show that the

crossings exist.
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Blank register

Public Owner, near
Crossing example side

Owner, far
side

Control

Log and
reader

What stops
beyond it

Last crossedina
test

Authority
needed
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Jurisdiction, each
side
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The incident corpus
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All 78 cases, in order of year, with each path in bend notation and the sources it was coded from.

Each case file in the published data holds the full coding,
with every step's domain, owner, action and sources, plus
the actor, objective, discoverer, dwell time, impact and the
coder's notes. Confidence is high when primary sources

cover every step, medium when press fills some gaps, and
low when the account rests mostly on press. Year is usually
the year of disclosure; the case files also record first access
where the sources give it.

Year Case Sector and place Path Confidence
2013 Bank Muscat prepaid travel card cash-out via card Finance, Oman ?s/1s/ Vg | Vi Medium
processor16:26,270
2013 Carbanak campaign against banks271 Finance, Global H/N.N/V Medium
2013 RAKBANK prepaid card cash-out via card processor15:145 Finance, United Arab ?2s/1s/ Vs | Vi Medium
Emirates
2013 Target8?® Retail, US Hs| /I/N/V/N Medium
2014 Anthem?72 Healthcare, US H/N.N Medium
2014 Marriott International (Starwood guest reservation database) 1# Hospitality, Global E/N/I|lg| /N High
2014 Sony Pictures Entertainment264:273 Media, US H/N.N High
2014 The Home Depot®7:274 Retalil, US 251 /1/N/V High
2014 US Office of Personnel Management®8:275 Government, US 25| /1/N|Ng Medium
2015 Bangladesh Bank267:276 Finance, Asia H/N/V High
2015 Ukrainian regional power distribution companies 198277 Energy, Europe H/N/1/0O Medium
2016 Canadian Centre for Ethics in Sport (GRU close-access operation)®®  Other, Other Pi| /N/I/N Medium
2016 Qatar National Bank data leak 278,279,144 Finance, Qatar E/N Low
2016 Shamoon 2 wiper attacks on Saudi organizations 280,281,282 Government, Saudi H/N/I/N Medium
Arabia
2016 Ukrainian power grid (Industroyer)109:283 Energy, Europe 2.1 /N/O Medium
2017 DarkVishnya attacks on Eastern European banks° Finance, Europe H/P/I/N/V Medium
2017 Equifax?284:285 Finance, US E/I/N.N High
2017 NotPetya via M.E.Doc (organizations using M.E.Doc) 79286287 Other, Global Is/Ng|N/1/N High
2017 Qatar News Agency website compromise 288142 Media, Qatar E/N/I/E Medium
2017 Triton safety-system attack on a Saudi petrochemical Energy, Saudi Arabia E/N/I/O High
facility110.112,113,111,114
2018 DNS hijacking of UAE government domains Government, United Arab 1, | /E| /1;]I Medium
(DNSpionage)289:290,291,292 Emirates
2019 Bapco (Dustman wiper)?293:294 Energy, Bahrain E/I/N Medium
2019 Capital One31,295:296,297 Finance, US E/C High
2019 Norsk Hydro298:11 Manufacturing, Europe 2s1 /H/N/I/N Medium
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Year Case Sector and place Path Confidence
2019 Tortoiseshell intrusions at Saudi IT service providers29° Technology, Saudi Arabia E/N/I Low
2020 SolarWinds Orion supply chain compromise (generic documented Government, US ?s/Ng|N/1/C Medium
victim path)”1
2020 Twitter38 Technology, US H/I/N/H/N| /ls| /H; High
2020 xHunt campaign against Kuwaiti organizations 300-301 Government, Kuwait ?/E/N Medium
2021 Colonial Pipeline1? Energy, US I/N High
2021 Kaseya VSA managed service providers and their customers?4:302 Technology, Global Es| /N Medium
2021 Microsoft Exchange Server zero-day exploitation by HAFNIUM Other, US E/N Medium
(generic documented victim path)303
2021 Saudi Aramco data held by contractors143 Energy, Saudi Arabia ?s| /H Low
2022 Cisco3%4 Technology, US lo| /H/1/N/C High
2022 LastPass30%:306 Technology, US N/1/C| /Nyl /1/C Medium
2022 Medibank307 Finance, Other No| /1/N High
2022 Okta (via support contractor Sitel) 89:308 Technology, US ?2s/Ng| /1| /Cq Medium
2022 Rackspace Hosted Exchange?265:309,310 Technology, US E/N High
2022 Uber311 Transport, US N,|/1/C High
2022 Viasat KA-SAT network 312117 Telecom, Europe Es/Ng|Ng High
2023 3CX (via Trading Technologies X_TRADER) 72 Technology, Global Ng|N/1/NJ|N; High
2023 Boeing Distribution Inc.2% Manufacturing, US E/I/N Medium
2023 Caesars Entertainment32 Hospitality, US Hs| /N Medium
2023 Kuwait Ministry of Finance313 Government, Kuwait ?/N/H Low
2023 Microsoft Exchange Online mailboxes of US government and other Government, Global ?s/ls| /C High
organizations (Storm-0558) 7®
2023 Okta customer support case management system?268.314 Technology, US [ 1/Cl /g High
2023 US companies employing North Korean IT workers via Christina Technology, US It] /H/P/V High
Chapman laptop farm®°
2023 UsS water and wastewater facilities with Unitronics PLCs Utilities, US 1/0 Medium
(CyberAv3ngers)115
2024 Change Healthcare (UnitedHealth Group)1” Healthcare, US 1/N High
2024 Earth Simnavaz (APT34) intrusions into Gulf government Government, United Arab E/N/I1/N Medium
bodies 315,316 Emirates
2024 Kuwait Ministry of Health 140-317 Government, Kuwait ?/N Low
2024 Microsoft corporate email (Midnight Blizzard) 266,18 Technology, US 1/Cc High
2024 MITRE NERVE research network?22:23 Defense, US E/I/N High
2024 Organization A (Volexity customer) via nearby Wi-Fi networks 100 Other, Other I| /N¢| /P/N High
2024 Snowflake customer tenants (UNC5537 campaign)76 Other, Global Ng| /1/C Medium
2024 US Department of the Treasury Departmental Offices (via Government, US Cs/ls| /N High
BeyondTrust Remote Support SaaS) 75318319
2024 US Securities and Exchange Commission @SECGov X account*84?  Government, US H¢ | /1/C High
2024 US telecommunications providers (Salt Typhoon campaign)320.26 Telecom, US E/I/N Medium
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Year Case Sector and place Path Confidence

2025 Al-orchestrated espionage campaign using Claude Code (GTG- Other, Global Ai| /E/I/N Medium
1002)164

2025 Bybit cold wallet theft via Safe{Wallet}1:3.2:4 Finance, Global Hs/1s/Cs| IV Medium

2025 Coinbase bribed support agents“2:321 Finance, US Hs| /N| /H¢|H High

2025 Collins Aerospace (RTX) MUSE airport passenger Transport, Europe ?/N Low
processing12:13,322

2025 F5 BIG-IP source code and vulnerability data theft323.324 Technology, US ?2/N Medium

2025 Marks & Spencer®:6:325 Retail, UK Hs| /1/N Medium

2025 npm maintainer phishing and poisoned packages (chalk, debugand  Technology, Global Hs/ls/Ng|N| / Vg Medium
others) 326327

2025 Office of the Comptroller of the Currency email compromise328 Government, US ?/1/C Medium

2025 On-premises SharePoint 'ToolShell' exploitation leading to Other, Global E/N/I/N Medium
ransomware (Storm-2603)329.330

2025 Oracle E-Business Suite zero-day data theft and CLOP-branded Other, Global E.E/H Medium
extortion331

2025 Salesloft Drift integration and customer Salesforce tenants Technology, Global Is/Cs| /1/C High
(UNCG395)77'332‘333

2025 State of Nevada statewide ransomware incident18 Government, US H/N/I/N High

2026 8x8 (Salesforce data via Klue integration) 8 Technology, US Cs|C Medium

2026 Bitget exchange hot wallets334:335 Finance, Other 2.1 /IN/V Low

2026 European Commission Europa web hosting cloud account (Trivy Government, Europe Ns/lIs/Ng|N/C.C High
supply chain)73:81.80

2026 Evertec (Puerto Rico bank client data via support platform)336 Finance, US ?2ul /Cs.Cs Medium

2026 Internet-exposed PLCs at US critical infrastructure operators 9 Utilities, US 0.0.0 High

2026 Polish combined heat and power plant337:338 Energy, Europe I/E/N/E/N High

2026 Polish wind and solar farm grid connection points116:339 Energy, Europe E/1/O0.0 Medium

2026 Private-sector organization supporting a UAE government sector34?  Government, United Arab  Eg/Ng/Hs Low

Emirates
2026 Stryker341,342,343,344,345 Healthcare, US 24l /1/C Medium
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Glossary

Terms this report defines, and the outside terms it relies on, in the sense we use them.

Terms this report defines

Bend
Bend notation
Consequence
bend

Domain

Domain bend

Owner

Owner seam

Path

Recently
published flaw

Seam
Seam coverage

Seam register

Seam-led testing

Single-domain
test

Telemetry seam
Typical red team
scope

Walkable

A change of domain or of owner between two consecutive steps of an intrusion.

A way of writing an intrusion as a sequence of one-letter domain codes, with a small letter for any owner other than the victim,
a slash for a domain bend and a vertical bar for an owner seam. Appendix B.

Harm that reached a domain the adversary never acted in, usually because the victim or someone downstream shut systems
down or could not operate without them. Recorded in the corpus as impact by decision.

The kind of system or thing an adversary acts on in one step: human, identity, edge, internal IT, cloud and Saa$S, operational
technology, physical, value transfer or Al systems. Chosen by asking which set of controls had to fail.

A change of domain between two consecutive steps, written with a slash in bend notation.

Whose system, account or person a step acted on: the victim, a supplier, a customer, an employee's personal account or
another party.

A change of owner between two consecutive steps, written with a vertical bar in bend notation. Testing across one needs the
other owner's permission.

The ordered steps of one intrusion, from first access to the objective.

In our analysis of the KEV catalog, a flaw published in the year CISA listed it or the year before. Counting only these removes
the effect of CISA loading older flaws in 2022.

A boundary where the owner, the control set, the team that watches or the legal authority changes. A bend crosses a seam.
The share of registered crossings exercised end to end in a test during the last twelve months.

A list of crossings, one row each, with a named owner on each side, the control at the crossing, who would see it, what stops
beyond it, when it was last tested, whose permission a test needs and the jurisdiction on each side. Appendix C.

Planning tests from the crossings an adversary would need rather than from an inventory of systems. Chapter 12.

A test scoped to one domain, or one domain and identity, such as an external or internal penetration test, a cloud configuration
review, a phishing exercise, a physical test or an OT assessment. Appendix A lists the domains each is credited with.

The boundary beyond which a provider cannot see how its product is used, for example an Al developer that sees misuse of
its hosted models but not of models run elsewhere.

In our coding, the victim's own people and systems in human, identity, edge, internal IT, cloud and SaaS, and value transfer.
Appendix A.

A path is walkable by a test if every known step falls within the test's domains and none is on another owner's systems or
people.
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Outside terms

Assumed-

compromise test

Availability zone

BEC

Bilateral recognition

BOD 26-04

CBB
CBEST
CBK
CBO
CBUAE

CIRCIA

Close access

Cohen's kappa

CORF
CVE
DFSA

DMARC

DNSSEC

DORA

EPSS

FEER

GNSS interference

Home and host
supervisors

Iltem 1.05

Item 8.01

A test that starts from access an adversary would already hold, such as a working session on a VPN, instead of first trying to
break in.

One or more data centers within a cloud provider's region, with separate power and networking. A region has several.

Business email compromise: fraud in which a person is deceived, usually by email, into sending money or changing
payment details.

An agreement between two supervisors, often the home and host supervisors of a banking group, that a test run under one
counts for the other.

CISA Binding Operational Directive 26-04 of June 2026. For KEV entries marked for forensic triage, it requires US federal
civilian agencies to remediate or mitigate within three days and to carry out a forensic triage of the asset to check it for
compromise.

The Central Bank of Bahrain.

The Bank of England's framework for intelligence-led testing of UK financial firms.
The Central Bank of Kuwait.

The Central Bank of Oman.

The Central Bank of the United Arab Emirates.

The US Cyber Incident Reporting for Critical Infrastructure Act of 2022. Its reporting duties apply only once CISA's final rule
takes effect.

An operation in which the adversary is physically near the target, for example within radio range of its Wi-Fi.

A measure of agreement between two coders that corrects for the agreement expected by chance. One is perfect
agreement, zero is chance.

The Central Bank of Kuwait's cyber and operational resilience framework, issued December 3, 2025.
Common Vulnerabilities and Exposures, the public identifier assigned to a disclosed vulnerability.
The Dubai Financial Services Authority, the regulator of firms in the Dubai International Financial Centre.

A DNS record in which a domain owner tells mail receivers what to do with mail that fails authentication: nothing (p=none),
quarantine it or reject it.

Signatures on DNS records that let resolvers check an answer came from the domain's owner, valid only when the parent
zone holds a matching DS record.

The EU Digital Operational Resilience Act, Regulation (EU) 2022/2554, which includes threat-led penetration testing for
certain financial entities and pooled tests of shared ICT providers.

The Exploit Prediction Scoring System, run by FIRST, which estimates the probability that a published vulnerability will be
exploited in the next 30 days.

SAMA's Financial Entities Ethical Red Teaming framework for Saudi financial institutions.
Jamming or spoofing of satellite navigation signals such as GPS.

For a banking group, the supervisor of the parent (home) and the supervisor of an entity in another country (host).

The Form 8-Kitem under which US public companies disclose material cybersecurity incidents, within four business days of
determining materiality.

The "Other Events" item of Form 8-K. After an SEC staff statement of May 21, 2024, companies could disclose incidents not
yet determined to be material under it rather than under ltem 1.05.
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Jackpotting

KEV

Laptop farm

MTA-STS

NCA

NYDFS
Open-weight model
Passkey

Pooled test

Prompt injection
Purple teaming or
replay

QCB

Red team

SAMA

security.txt

SIM swap

SPF

Threat-led
penetration testing

TIBER-EU

TLP

Uncensored model

Vishing

Wilson interval

Zero-day
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Forcing a cash machine to dispense money, usually by opening it and tampering with its hard drive.

CISA's Known Exploited Vulnerabilities catalog: vulnerabilities with reliable evidence of exploitation, an assigned CVE and a
clear remediation.

A residence in one country where company laptops are kept and connected so that workers elsewhere can use them while
appearing local.

A policy by which a domain tells sending mail servers to require authenticated, encrypted delivery.

Saudi Arabia's National Cybersecurity Authority.

The New York State Department of Financial Services, which supervises banks and insurers licensed in New York.
An Al model whose trained parameters are published, so that anyone can run and modify it on their own hardware.
A sign-in credential based on a key pair held on a device or in a password manager, which a fake site cannot capture.
One threat-led test of a shared supplier run on behalf of several of its customers, as DORA allows for ICT providers.

Content that an Al system reads as data but treats as instructions, causing it to act or disclose information against its
operator's intent.

A session after a red team test in which attackers and defenders walk through the timeline together.

Qatar Central Bank.

An objective-led test in which the testers act as a real adversary would, across whatever systems and people the rules of
engagement allow.

The Saudi Central Bank, formerly the Saudi Arabian Monetary Authority.

A file at a fixed web address, defined in RFC 9116, that tells outsiders how to report a security problem. It must include a
contact and an expiry date.

Moving a victim's phone number to a SIM card the adversary controls, usually through a carrier's store or support staff.

A DNS record listing the servers allowed to send mail for a domain. A record ending in -all tells receivers to fail all other
senders.

Testing in which intelligence on real adversaries shapes the scenarios, as in CBEST, TIBER-EU and DORA.

The European Central Bank's framework for threat intelligence-based ethical red teaming.

The Traffic Light Protocol, markings that tell recipients how widely they may share information. TLP:AMBER limits sharing to
the recipient's organization and its clients on a need-to-know basis.

An Al model, or a service built on one, offered without the safety restrictions of mainstream providers, often a wrapper
around a commercial model or a modified open-weight model.

Voice phishing: deceiving someone by telephone.

A range for a share computed from a count. We give 95 percent Wilson intervals as a scale for how much a count could move
by chance, not as estimates for all intrusions.

A flaw exploited before its vendor has disclosed or fixed it.
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